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Abstract—This paper proves that an “old dog”, namely —
the classical Johnson-Lindenstrauss transform, “performs new
tricks” — it gives a novel way of preserving differential privacy.
We show that if we take two databases, D and D', such
that (i) D’ — D is a rank-1 matrix of bounded norm and
(ii) all singular values of D and D’ are sufficiently large,
then multiplying either D or D’ with a vector of iid normal
Gaussians yields two statistically close distributions in the sense
of differential privacy. Furthermore, a small, deterministic and
public alteration of the input is enough to assert that all singular
values of D are large.

We apply the Johnson-Lindenstrauss transform to the task
of approximating cut-queries: the number of edges crossing a
(S, S)-cut in a graph. We show that the JL transform allows
us to publish a sanitized graph that preserves edge differential
privacy (where two graphs are neighbors if they differ on
a single edge) while adding only O(|S|/¢) random noise to
any given query (w.h.p). Comparing the additive noise of our
algorithm to existing algorithms for answering cut-queries in
a differentially private manner, we outperform all others on
small cuts (|S| = o(n)).

We also apply our technique to the task of estimating the
variance of a given matrix in any given direction. The JL
transform allows us to publish a sanitized covariance matrix
that preserves differential privacy w.r.t bounded changes (each
row in the matrix can change by at most a norm-1 vector) while
adding random noise of magnitude independent of the size of
the matrix (w.h.p). In contrast, existing algorithms introduce
an error which depends on the matrix dimensions.

I. INTRODUCTION

The celebrated Johnson Lindenstrauss transform [22] is
widely used across many areas of Computer Science. A very
non-exhaustive list of related applications include metric
and graph embeddings, computational speedups, machine
learning, information retrieval, nearest-neighbor search, and
compressed sensing. This paper unveils a new application
of the Johnson Lindenstrauss transform — it also preserves
differential privacy.

Consider a scenario in which a trusted curator gath-
ers personal information from n individuals, and wishes
to release statistics about these individuals to the public
without compromising any individual’s privacy. Differential
privacy [11] provides a robust guarantee of privacy for such
data releases. It guarantees that for any two neighboring
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databases (databases that differ on the details of any single
individual), the curator’s distributions over potential outputs
are statistically close (see formal definition in Section II). By
itself, preserving differential privacy is not hard, since the
curator’s answers to users’ queries can be so noisy that they
obliterate any useful data stored in the database. Therefore,
the key research question in this field is to provide tight
utility and privacy tradeoffs.

The most basic technique that preserves differential pri-
vacy and gives good utility guarantees is to add relatively
small Laplace or Gaussian noise to a query’s true answer.
This simple technique lies at the core of an overwhelming
majority of algorithms that preserve differential privacy. In
fact, many differentially private algorithms follow a common
outline. They take an existing algorithm and revise it by
adding such random noise each time the algorithm operates
on the sensitive data. Proving that the revised algorithm
preserves differential privacy is immediate, because differ-
ential privacy is composable. On the other hand, providing
good bounds on the revised algorithm’s utility follows from
bounding the overall noise added to the algorithm, which is
often difficult. This work takes the complementary approach.
We show that an existing algorithm preserves differential
privacy provided we slightly alter the input in a reversible
way. Our analysis of the algorithm’s utility is immediate,
whereas proving privacy guarantees is non-trivial.

We prove that by multiplying a given database with a
vector of iid normal Gaussians, we can output the result
while preserving differential privacy (assuming the database
has certain properties, see “our technique”). This technique
is no other than the Johnson-Lindenstrauss transform, and
it is guaranteed to preserve w.h.p the L, norm of the
given database up to a small multiplicative factor. Therefore,
whenever answers to users’ queries can be formalized as
the length of the product between the given database and a
query-vector, utility bounds are straight-forward.

For example, consider the case where our input is com-
posed of n points in R? given as a n x d matrix. We define
two matrices as neighbors if they differ on a single row and
the norm of the difference is at most 1.! Under this notion

IThis notion of neighboring inputs, also considered in [24], [18], is
weaker than allowing any individual to change her attributes arbitrarily,
but is natural in a graph or matrix context.
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of neighbors, a simple privacy preserving mechanism allows
us to output the mean of the rows in A, but what about the
covariance matrix ATA? We prove that the JL transform
gives a (e,0)-differentially private algorithm that outputs
a sanitized covariance matrix. Furthermore, for directional
variance queries, where users give a unit-length vector x
and wish to know the variance of A along x (see definition
in Section II), we give utility bounds that are independent
of d and n. In contrast, all other differentially private algo-
rithms that answer directional variance queries have utility
guarantees that depend on d or n. Observe that our utility
guarantees are somewhat weaker than usual. Recall that the
JL lemma guarantees that w.h.p lengths are preserved up to a
small multiplicative error, so for each query our algorithm’s
estimation has w.h.p small multiplicative error and additional
additive error.

A special case of directional variance queries is cut-
queries of a graph. Suppose our database is a graph G
and users wish to know how many edges cross a (.5, 5)-
cut. Such a query can be formalized by the length of the
product E;1lg, where E¢ is the edge-matrix of G and 1g
is the indicator vector of S (see Section II). We prove that
the JL transform allows us to publish a perturbed Laplacian
of G while preserving (e, d)-differential privacy, w.r.t two
graphs being neighbors if they differ only on a single edge.
Comparing our algorithm to existing algorithms, we show
that we add (w.h.p) O(|S|) random noise to the true answer
(aTlte$native1y: w.h.p we add only constant noise to the query
%). In contrast, all other algorithms add noise
prop%rtional to the number of vertices (or edges) in the
graph.

Our technique. It is best to demonstrate our technique on
a toy example. Assume D is a database represented as a
{0,1}"™-vector, and suppose we sample a vector Y of n
iidd normal Gaussians and publish X = Y"D. Our output
is therefore distributed like a Gaussian random variable
of 0 mean and variance 02 = ||D||?. Assume a single
entry in D changes from 0 to 1 and denote the new
database as D’. Then X' YD’ is distributed like
a Gaussian of O-mean and variance \? |D]? + 1.
Comparing PDFx(z) = (270%)~ Y2 exp(—2?/(20?)) to
PDFx/(z) (27A2) "1/ 2 exp(—x2/(2A?)) we have that
Vo, \/A2Ja?PDFx/(z) > PDFx(z) > exp(—is -
%)PDF x(z). Using concentration bounds on Gaussians
we deduce that if A2 > o2 = Q(log(1/d)/e), then w.p
> 1 — 6 both PDFs are within multiplicative factor of e*e.
We now repeat this process r times (setting €, d accordingly)
s.t. the JL lemma assures that (after scaling) w.h.p we output
a vector of norm (1 = 7)||D||? for a given 7. We get utility
guarantees for publishing the number of ones in D while
preserving (e, §)-differential privacy.

Keeping with our toy example, one step remains — to
convert the above analysis so that it will hold for any
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database, and not only databases with w def log(1/6)/e
many ones. One way is to append the data with w one
entries, but observe: this ends up in outputting X 4+ N where
N is random Gaussian noise! In other word, appending the
data with ones makes the above technique worse (noisier)
than the classical technique of adding random Gaussian
noise. Instead, what we do is to “translate the database”.
We apply a simple deterministic affine transformation s.t. D
turns into a {,/%,1}"-vector. Applying the JL algorithm
to the translated database, we output a vector whose norm
squared is ~ (1£7)(||D||* +w). Clearly, users can subtract
w from the result, and we end up with nw additive random
noise (in addition to the multiplicative noise).?

It is tempting to think the above analysis suffices to show
that privacy is also preserved in the multidimensional case.
After all, if we multiply the edge matrix of a graph G with
a vector of iid normal Gaussians, we get a vector with
each entry distributed like a Gaussian; and if we replace
G with a neighboring G’, we affect only two entries in this
vector. Presumably, applying the previous analysis to both
entries suffices to prove we preserve differential privacy.
But this intuition is false. Multiplying F with a random
vector does not result in n independent Gaussians, but rather
in one multivariate Gaussian. This is best illustrated with
an example. Suppose G is a graph and S is a subset of
nodes s.t. no edge crosses the (S, 5)-cut. Therefore Eglg
is the zero-vector, and no matter what random projection
we pick, YTEgls = 0. In contrast, by adding a single
edge that crosses the (S,S5)-cut, we get a graph G’ s.t.
PI‘[YTEGV].S 7é 0] =1.

Organization. Next we detail related work. Section II
details important notations and preliminaries. In Sections III
and IV we convert the above univariate intuition to the
multivariate Gaussian case. Section III describes our results
for graphs and cut-queries, and Section IV details the result
for directional queries (the general case). Due to space
limitations, the comparison of our algorithms with existing
algorithms is deferred to the full version of this work [3].
Even though there are clear similarities between the analyses
in Sections IIT and IV, we provide both because the graph
case is simpler and analogous to the univariate Gaussian
case. Suppose G and G’ are two graphs without and with a
certain edge resp., then GG induces the multivariate Gaussian
with the “smaller” variance, and G’ induces the multivariate
Gaussian with the “larger” variance. In contrast, in the
general case there is no notion of “smaller” and “larger”
variances. Also, the noise bound in the general case is
larger than the one for the graph case, and the theorems our
analysis relies on are more esoteric. Section V concludes

20bserve that in this toy example, our O(log(1/8)/e) noise bound is
still worse than the noise bound of O(+/log(1/6)/€) one gets from adding
Gaussian noise. However, in the applications detailed in Sections III and IV,
the idea of changing the input will be the key ingredient in getting noise
bounds that are independent of n and d.



with a discussion and open problems.

A. Related Work

Differential privacy was developed through a series of
papers [8], [11], [6], [4]. Dwork et al [11] gave the first
formal definition and the description of the basic Laplace
mechanism. Its Gaussian equivalent was defined in [10].
Other mechanisms for preserving differential privacy include
the Exponential Mechanism of McSherry and Talwar [25],
[5]; the recent Multiplicative Weights mechanism of Hardt
and Rothblum [19] and its various extensions [17], [14],
[15]; the Median Mechanism [28] and a boosting mechanism
of Dwork et al [12]. In addition, the classical Randomized
Response (see [30]) preserves differential privacy as dis-
cussed in recent surveys [13], [9]. The task of preserving
differential privacy when the given database is a graph
or a social network was studied by Hay et al [20] who
presented a privacy preserving algorithm for publishing the
degree distribution in a graph. They also introduced and
compared between multiple notions of neighboring graphs,
one of which is for the change of a single edge. Nissim
et al [27] (see full version) studied the case of estimating
the number of triangles in a graph, and Karwa et al [23]
extended this result to other graph structures. Gupta et
al [15] studied the case of answering (S,T)-cut queries,
for two disjoint subsets of nodes S and 7. All latter works
use the same notion of neighboring graphs as we do. In
differential privacy it is common to think of a database
as a matrix, but seldom one gives utility guarantees for
queries regarding global properties of the input matrix.
Blum et al [4] approximate the input matrix with the PCA
construction by adding O(d?) noise to the input. The work
of McSherry and Mironov [24] (inspired by the Netflix prize
competition) defines neighboring databases as a change in a
single entry, and introduces O(k?) noise while outputting a
rank-k approximation of the input. The work of Hardt and
Roth [18] gives a low-rank approximation of a given input
matrix while adding min{v/d, \/n} noise by following the
elegant framework of Halko et al [16]. According to [18],
a recent and not-yet-published work of Kapralov, McSherry
and Talwar preserves rank-1 approximations of a given PSD
matrix with error O(n).

The body of work on the JL transform is by now so
extensive that only a book may survey it properly [29]. In the
context of differential privacy, the JL lemma has been used
to reduce dimensionality of an input prior to adding noise or
other forms of privacy preservation. Blum et al [5] gave an
algorithm that outputs a sanitized dataset for learning large-
margin classifiers by appealing to JL related results of [1].
Hardt and Roth [18] gave a privacy preserving version of an
algorithm of [16] that uses randomize projections onto the
image space of a given matrix. The way the JL lemma was
applied in these works is very different than the way we use
it.
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II. BASIC DEFINITIONS, PRELIMINARIES AND
NOTATIONS

Privacy and utility. In this work, we deal with two types of
inputs: [0, 1]-weighted graphs over n nodes and n X d real
matrices. (We treat w,; = 0 as no edge between a and b).
Trivially extending the definition in [27], [23], two weighted
n-nodes graphs G and G’ are called neighbors if they differ
on the weight of a single edge (a, b). Like in [18], two n x d-
matrices are called neighbors if all the coordinates on which
A and A’ differ lie on a single row i, s.t. || A¢;) — A, 2 <1,
where A(;) denotes the i-th row of A.

Definition IL.1. An algorithm ALG which maps inputs into
some range R maintains (e, §)-differential privacy if for all
pairs of neighboring inputs T,7" and for all subsets S C R
it holds that

Pr[ALG(Z) € S] < ePr[ALG(T') € S] + 6

For each type of input we are interested in answering a
different type of query. For graphs, we are interesting in
cut-queries: given a nonempty subset S of the vertices of
the graph, we wish to know what is the total weight of
edges crossing the (5, S)-cut. We denote this as ®¢(S) =

Zues,vgs Wy, -
Definition IL.2. We say an algorithm ALG gives a (n, T,v)-

approximation for cut queries, if for every nonempty S w.p.
> 1 — v we have that

[(1=nPa(S) — 7 < ALG(S) < (1+n)Pa(S) + 7]

For n x d matrices, we are interested in directional
variance queries: given a unit-length direction x, we wish
to know what is the variance of A along the x direction:
®4(r) = zTA"Az. (Our algorithm normalizes A s.t. the
mean of its n rows is 0.)

Definition IL3. We say an algorithm ALG gives a (n,T,v)-
approximation for directional variance queries, if for every
unit-length vector x w.p. > 1 — v we have that

(1 =n)®a(z) =7 <ALG(z) < (1 +1)Pa(z) + 7]

Some Linear Algebra. Given a m xn matrix M its Singular
Value Decomposition (SVD) is M = UXVT where U €
R™>™ and V' € R™*™ are unitary matrices, and ¥ has non-
zero values only on its main diagonal. Furthermore, there
are exactly rank(M) positive values on the main diagonal,
denoted o1 (M) > ... > 0pani(ar)(M), called the singular
values. This allows us to write M as the sum of rank(M)
rank-1 matrices: M = E:iq‘k(M) oiu;v]. Because X has
non-zero values only on its main diagonal, the notation ¥
denotes a matrix whose non-zero values lie only on the main
diagonal and are of (M), 05(M), ..., 07, (M). Using
the SVD, it is clear that if M is of full-rank, then M !
VYU, and that if n = m = rank(M) then det(M) =



[, os(M). Furthermore, even when M is not full-rank,
the SVD allows us to use similar notation to denote the
generalizations of the inverse and of the determinant: The
Moore-Penrose inverse of M is MT = VEX~1UT; and the
pseudo-determinant of M is det(M) = H;i?k(M) ai(M).
A n X n symmetric matrix is called positive semidefinite
(PSD) if it holds that z" Mz > 0 for every x € R™. Given
two PSDs M and N we denote the fact that (N — M) is
PSD by M < N. For further details, see [21].

Gaussian distribution. Given a rv. X, we denote by
X ~ N(u,0?) the fact that X has normal distribution
with mean p and variance o2. Recall that PDFx(z) =
ﬁ exp(—(x —p)?/20?). We repeatedly apply the linear
combination rule: for any two i.i.d normal random variables
st. X ~ N(ux,0%) and Y ~ N(uy,0?), we have
that their linear combination Z = aX + bY is distributed
according to Z ~ N(aux + buy,a?c% + b*0%). This in
turn allows us to identify a random variable R ~ N(0, 02)
with the random variable o R’, where R’ ~ N(0,1). Classic
concentration bounds on Gaussians give that Pr(|z — pu|? >
log(1/68)0?] < 24.

The multivariate normal distribution is the multi-
dimension extension of the univariate normal distribution.
X ~ N(u,X) denotes a m-dimensional multivariate r.v.
whose mean is p € R™, and variance is the PSD matrix
Y =E[(X — p)(X — u)"]. If X has full rank (X is positive
definite) then PDF x(z) = Wexp(_%lex),
a well defined function. If X has non-trivial kernel space
then PDFx is technically undefined (since X is defined
only on a subspace of volume 0, yet [;,, PDFx (z)dz = 1).
However, if we restrict ourselves only to the subspace V =
(Ker(X))*, then PDFY is defined over V and PDF% () =

———L ____exp(—42"S7z). From now on, we omit
N /(QW)'r‘a'rLk(Z?det(E) )
the superscript from the PDF and refer to the above function

as the PDF of X. Observe that using the SVD, we can
denote ¥ = U diag(c},03,...,02,0,...,0) U", and so
V is the subspace spanned by the first  rows of U. The
multivariate extension of the linear combination rule is as
follows. If A is a n X m matrix, then the multivariate r.v.
Y = AX is distributed as though ¥ ~ N (Ap, AXAT). For
further details regarding multivariate Gaussians see [26].

Finally, we conclude these Gaussian preliminaries with
the famous Johnson-Lindenstrauss Lemma, our main tool in
this paper.

Theorem I1.4 (The Johnson Lindenstrauss transform [22]).
Fix any 0 < n < 1/2. Let M be a r x m matrix whose
entries are iid samples from N(0,1). Then Vx € R™.

1
Pry ;IIM%H2 ¢ (L£n)|zl*| < 2exp(—n’r/s)

Laplacians and edge-matrices. An undirected weighted
graph G = (V(G), E(G)) can be represented in various
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ways. One representation is by the adjacency matrix A,
where A, , = w,,,. Another way is by the (Z) X n edge
matrix of the graph, Ec. We assume that the vertices of G
are ordered arbitrarily, and for each pair of vertices {u,v}
where u < v, there exists a row in Eg. The entries of Fg

VW0 ifu~gvandz=u

—VWu,
0, o/w

where u ~¢ v denotes that (u,v) is an edge in G.
Alternatively, one can represent G using the Laplacian of
the graph Lo = E{,Eq. Formally, the matrix Lg is the
matrix whose diagonal entries are (Lg)yu = Zamcu Wy o
and non diagonal entries are (Lg)yy = —Wyqo. It is
simple to verify that for any z, the following equality holds:
2"Lgx Zu~gv Wy o (Ty — T,)?. As a corollary, if we
take any nonempty S C V/(G) and denote its {0,1}"-
indicator vector as 1lg, then 1} Lg lg = ||Egls|?® =
ZuES,v§éS Wy v = (bg(S)

Additional notations. We denote by e, the indicator vector
of a. We denote by e, , = e, — €. It follows that the n x n
matrix L, = ea,be;b is the matrix whose projection over
1 -1
-1 1
0. We also denote E, ; as the (%) x n matrix, whose rows
are all zeros except for the row indexed by the (a,b) pair,
which is e;b. Observe: Ly, = €a,b6£7b = E;;,Ea,b.

are (EG)( ifu~govand z=v.

{uv}z) —

coordinates a, b is , while every other entry is

III. PUBLISHING A PERTURBED LAPLACIAN
A. The Johnson-Lindenstrauss Algorithm

We now show that the Johnson Lindenstrauss transform
preserves differential privacy. We first detail our algorithm,
then analyze it.

Theorem IIL.1. Algorithm 1 preserves (e,d)-differential
privacy w.rt to edge changes in G.

Algorithm 1: Outputting the Laplacian of a Graph while
Preserving Differential Privacy
Input: A n-node graph G, parameters: €,d,7,v > 0
Output: A Laplacian of a graph L

1 Setr= %, and w = 7W In(4r/0)

For every u # v, set wy < 2 + (1 — £) wy,,.

Pick a matrix M of size r x @) whose entries are iid
samples of A/(0,1).

return L = %E&MTMEG

Algorithm 2: Approximating @ (5)
Input: A non empty S C V(G), parameters n, w and
Laplacian L from Algorithm 1.

return R(S) = 1o (15115 — w2




Theorem IIL.2. For every n,v > 0 and
a nonempty S of size s, Algorithm 2  gives
a (n,7,v)-approximation  for  cut  queries,  for

7= 0(s- YRWIRAM) (151 /6) + In(In(1/v)/n2)) ).
Clearly, once Algorithm 1 publishes L, any user interested
in estimating ®(S) for some nonempty S C V(G) can
run Algorithm 2 on her own. We comment that L is a
Laplacian of graph which might have negative edge-weight.
Also, observe that w is independent of n, which we think
of as large number, so we assume throughout the proofs
of both theorems that both % E are < 1/2. The proof of
Theorem III.2 is immediate from the JL lemma. Since it is
no more than a mere computation we omit it, deferring the
interested reader to the full version of this paper [3].

Comment. The guarantee of Theorem II.2 is not to be
mistaken with a weaker guarantee of providing a good
approximation to most cut-queries. Theorem III.2 guarantees
that any set of k£ predetermined cuts is well-approximated
by Algorithm 2, assuming Algorithm 1 sets v < 1/2k. In
contrast, giving a good approximation to most cuts can be
done by a very simple (and privacy preserving) algorithm:
by outputting the number of edges in the graph (with small
Laplacian noise). After all, most cuts are concentrated about
the expectation.

We turn our attention to the proof of Theorem III.1. We
fix any two graphs G and G’, which differ only on a single
edge, (a,b). We think of (a,b) as an edge in G’ which
is not present in G, and in the proof of Theorem III.1, we
identify G with the manipulation Algorithm 1 performs over
G, and assume that the edge (a, b) is present in both graphs,
only it has weight ¥ in G, and weight 1 in G’. Clearly, this
analysis carries on for a smaller change, when the edge (a, b)
is present in both graphs but with different weights. (Recall,
we assume all edge weights are bounded by 1.)

Now, the proof follows from assuming that Algorithm 1
outputs the matrix O = M Fg, instead of L = 1OTO
(Clearly, outputting O allows one to reconstruct L) Observe
that O is composed of r identically distributed rows: each
row is created by sampling a (g)-dimensional vector Y
whose entries ~ N(0, 1), then outputting Y™ E¢. Therefore,
we prove Theorem III.1 by showing that each row maintain
(€0, do)-differential privacy, for the right parameters €q, dg.
To match standard notion, we transpose row vectors to
column vectors, and compare the distributions E[LY and
ELY.

. - P _ 5
Claim IIL3. Set ¢y = 7\/W’ d0 = 5. Then,
Va, PDFpry(2) < eeOPDFE;/Y(x) (1)
Denote S = {x : PDFpry(z) = e‘eOPDFEg/Y(aj)}.
Then
Pr[S] > 1 -4y 2
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Proof of Theorem III.1 based on Claim II1.3: Apply
the composition theorem of [12] for r iid samples each
preserving (g, dp )-differential privacy. ]

To prove Claim IIL.3, we denote X ELY and
X’ EL,Y. From the preliminaries it follows that
X is a multivariate Gaussian distributed according to
N(O,Eél(g)x(;)Eg) = N(0,Lg), and similarly, X’ ~
N(0,Lg/). In order to analyze the two distributions,
N(0,Lg) and N(0, L), we now discuss several of the
properties of Lg and Lgs, then turn to the proof of
Claim IIL.3.

First, it is clear from definition that the all ones vector, 1,
belongs to the kernel space of Eg and Eg, and therefore
to the kernel space of Lg and L. Next, we establish a
simple fact.

Fact II1.4. If G is a graph s.t. for every u # v we have
that wy,, > 0, then 1 is the only vector in the kernel space
of Eg and Lg.

Proof: Any non-zero x L 1 has at least one positive co-
ordinate and one negative coordinate, thus the non-negative
sum ||[Egz|? = 2" Lgx = > st W (T — x,)? is strictly
positive. |

Therefore, the kernel space of both Ls and of Lgs is
exactly the 1-dimensional span of the 1 vector (for every
possible outcome y of Y we have that ELy -1 = El,y
1 = 0). Alternatively, both X and X’ have support which
is exactly V = 1+. Hence, we only need to prove the
inequalities of Claim III.3 for z € V. Secondly, observe that
Lg' = Lg + (1 — %) La. Therefore, it holds that for every
x € R" we have 2" Lera = 2" Laz 4 (1 — 2)(zq — x)* >
2" Lgx. In other words, Lg = Lgr, a fact that yields several
important corollaries.

We now introduce notation for the Singular Value De-
composition of both Lg and Lg/. We denote Ef, = UXVT
and Eg'™ = U'AV'T, resulting in Lg = UX2U",Lgr =
U'A2U'T LY, = US™2U7 and LI, = U’A*QU’T. We
denote the singular values of Lg as 0% > ... > 02 | >
02 = 0, and the singular values of Lg: as )\2 . >
)\2 _1 > A2 = 0. Weyl’s inequality allows us to deduce the
following fact. Its and other facts’ proofs appear in the full
version of this work [3].

Fact IILS. Since Lo =X Lg then for every i we have that
/\Z2 > 02-2.

In addition, since Algorithm 1 alters the input graphs s.t.
the complete graph 7 L, is contained in G, then it also
holds that * L, =< Lg, and so Fact IIL.5 gives that for every
1 <i<n—1we have that 07 > w = %2 . n. (It is simple
to see that the eigenvalues of K, are {n,n,...,n,0})
Furthermore, as Lg: = Lg + (1 — %) Loy and the smgular
values of L, are {2,0,0,...,0}, then we have that

Z /\2 = tr(Lc;/) < tr(Lg)+tI' ((1 — YL, b ZO’ +2

7



Another fact we can deduce from Lg < L, is the

following.

Fact IIL.6. Since the kernels of L and of Ley are identical,
then for every x it holds that xTLG,x < xTL x. Symboli-
cally, Lg = Lo = LG, < LT .

Having established the above facts, we can turn to the
proof of privacy.

Proof of Claim III.3: We first prove the upper bound

in (1). As mentioned, we focus only on x € V = 11, where

1

PDF 7y (2) = ((QW)’L‘ldét(LG))_ Qexp(,iﬁ%x)

n—1 1" —1/2 L. T
PDFEgly(x) = ((271') det(LG/)) eXp(fix Li,x)

As noted above we have that for every x it holds that

TLJr < 1TLGx ) exp(—fxTLTGzL) < exp(— xTLE,x)
Fr ()
It follows that for every x we have that PDFETY @ <
Y

(det(LG/ ) 1/2 (
det(Lg)

0, and recalling that
it holds that

1/2
’\—Z) . Denoting A; = >\2—0-2 >

g

A; < 2 and that Vi, 0? > w > ¢;*

5,

n—

PDFETy(

) -
PDF B, v (z )

We now turn to the lower bound of (2). We start with
analyzing the term xTLTGx that appears in PDFgry (2).
Again, we emphasize that z € V), justifying the very first
equality below.

1
<1 + A;) <elmmXiti) < on
lox:
1 3

i=

xTLLx = xTL%LG/LTGw
= xTL (LG + (1 — *)Lab> LG,QJ
= xTLg,:c + (-9 LLLo Ll
= xTLE,x + (1-%) TLTGea b e;bLTc,z

Therefore, if we show that

_2w60:| < (50 3)

n

PrwwEgy [mTLTGe,Lb . eg’bLg,x> T

then it holds that w.p. > 1 — §p we have
PDFEgy(ﬂc)

which proves the lower bound of (2). We turn to proving (3).

Denote term = e; bLG.%' and termy = e] bLg,x Since
x = ElLy where y ~ Y then term; is dlstrlbuted like vec]Y
where vecy; = EgLGGa b and vecy = EgLG,ea . The naive
| < ||Ec| ||L lllea,b]| gives a bound on the

size of vec; which is dependent on the ratio 031 . We can

1
>1-exp <2xT(LTG — LE,)I) > e ¢

n—1
improve the bound, on both ||vec|| and ||vecs||, using the
SVD of EG and Egl.

= |EaLLeas| = |[VEUTUS 2U ey )|

[veea |
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= [[VET UTeapl < VILIETHHTUN lleasll
=1-0,'-1-V2=12/w
1EcLE eal
= (Ber — (1 -

< |Eg

[veca|l
Oy B, ) Lheqs|
b Liean|

()
<A V24 |EasLheasl|

w \/%+ el yLiean < \/%+ 2<%
where the bound in () is derived just like in vec; (using
EqLieqp,=V'AUTU'A"2U""e,) , and the equality in
(#) follows from the fact that all coordinates in the vector
E,LbLE,ea,b are zero, except for the coordinate indexed by
the (a,b) pair.

‘We now use the fact that term; and terms are both linear
combinations of i.i.d A'(0,1) random variables. Therefore

for i = 1,2 we have that term; ~ N(0,|vec;||?) so

_ lvee; 1% 10a(2/59)
Prlterm;| > /log(2/do)|lvec|] < e llvee; 12 <
do

. It follows that wp > 1 — & both [term| <

log(2/dp) < \/log(2/60)\/%, S0

termy - termy < v/8log(2/8p)/w. Plugging in the value
of w, we have that Pr[term, - terma < 2] > 1 — dg
which concludes the proof of (3) and of Claim IIL.3. |

To conclude this section, we attach a summarized com-
parison between our own technique and various other tech-
niques in Table I. Due to space limitations, we do not
elaborate further on this comparison, and refer the interested
reader to the full version of this paper [3].

\/2 and |terms|

IV. PUBLISHING A COVARIANCE MATRIX

In this section, we are concerned with the question of
allowing users to estimate the covariance of a given sample
data along an arbitrary direction . We think of our input
as a n X d matrix A, and we maintain privacy w.r.t to
changing the coordinates of a single row s.t. a vector v
of size 1 is added to A(;). We now detail our algorithm
for publishing the covariance matrix of A. Observe that
in addition to the variance, we can output py = %ATI,
the mean of all samples in A, in a differentially private
manner by adding random Gaussian noise. (We merely
output i = u+N (0, Migzig/‘s)[dxd).) We denote by I, the
n x d matrix whose main diagonal has 1 in each coordinate
and all other coordinates are 0. We detail the algorithms here,
but prove their privacy and utility in Appendix A, along with
comparing Algorithm 3 to existing algorithms.

Theorem IV.1. Algorithm 3 preserves (€, 0)-differential pri-
vacy.

Theorem  IV.2. Algorithm 4 is a (n,7,v)-
approximation for directional variance queries, where

=0 (ln(l/i)?l;l(l/u) In2 (111((;17/211)))'

Again, the proof of Theorem IV.2 is straight-forward, and
so it is deferred to the full version of this paper [3].




Additive Error

Additive Error

Method for any k for all C Multi- Inter- Tract- Comments
or any or all Cuts plicative | active? able?
Error?
Laplace Noise [11] O(Vk/e) 0(27/2¢) X v v
Randomized O(y/snlog(k)/e) O(ny/s/e) X X v Can be distributed;
Response answers (.S, T')-cut
queries
Exponential Mecha- O(nlog(n)/e€) O(nlog(n)/e€) X X Error ind. of k&
nism [25], [5]
MW [19] O(V/|E|log(k)/€) O(n+/|E|/¢) 4 An
p e swers (S, T)-cut
IDC [15] O(V/|E|log(k)/e€) O(\/n|E|/¢) queries
l JL [ O(s+/1og(k)/€) [ O(s/n/€) [ v [ X [ v [ Can be distributed ‘
Table I

COMPARISON BETWEEN MECHANISMS FOR ANSWERING CUT-QUERIES. € — PRIVACY PARAMETER; n AND |E| — NUMBER OF VERTICES AND EDGES
RESP.; s — NUMBER OF VERTICES IN A QUERY; kK — NUMBER OF QUERIES.

Comment. We wish to clarify that Theorem IV.2 does not
mean that we publish a matrix C which is a low-rank
approximation to ATA. It is also not a matrix on which
one can compute an approximated PCA of A, even if we
set v = 1/poly(d). The matrix C' should be thought of as a
“test-matrix” — if you believe A has high directional variance
along some direction x then you can test your hypothesis on
C and (w.h.p) get the good approximated answer. However,
we do not guarantee that the singular values of ATA and
of C are close or that the eigenvectors of ATA and C are
comparable. (See discussion in Section V.)

Comment. Comparing Algorithms 1 and 3, we have that
in Lg = E.,Ec we “translate” the spectral values by w,
and in ATA we “translated” the spectral values by w?. This
is an artifact of the ability to directly compare the spectal
values of Ls and Lg- in the first analysis, whereas in the
second analysis we compare the spectral values of A and A’
(vs. ATA and A’"A’). This is why the noise bounds in the
general case are O(l /en) times worse than for graphs.

We conclude this section as well with a comparison of
our technique to other techniques, summarize in Table II.
As before, the details of the comparison can be found in the
full version of this paper [3].

Algorithm 3: Outputting a Covariance Matrix while
Preserving Differential Privacy
Input: A n x d matrix A. Parameters ¢, §,n,v > 0.

1 Setr = % and w = 167”16’“(2/5)111(167’/6).
Subtract the mean from A by computing

A+ A-111TA

Compute the SVD of A =UXV".

Set A+ U(\/X2+w?L,xq)V".

Pick a matrix M of size r x n whose entries are iid
samples of N(0,1).
return C = L1 ATMTMA.

V. DISCUSSION AND OPEN PROBLEMS

The fact that the JL transform preserves differential
privacy is likely to have more theoretical and practical
applications than the ones detailed in this paper. Below we
detail a few of the open questions we find most compelling.

Error dependency on r. Our algorithm projects the edge-
matrix of a given graph on r random directions, then
publishes these projections. The value of r determines the
probability we give a good approximation to a given cut-
query, and provided that we wish to give a good approx-
imation to all cut-queries, our analysis requires us to set
r = Q(n). But is it just an artifact of the analysis? Could
it be that a better analysis gives a better bound on 7? It
turns out that the answer is “no”. In fact, the direction on
which we project the data now have high correlation with the
published Laplacian. We demonstrate this with an example.

Assume our graph is composed of a single perfect match-
ing between 2n nodes, where node ¢ is matched with node
n + . Focus on a single random projection — it is chosen
by picking (22") iid random values z; ; ~ N(0,1), and
for the ease of exposition imagine that the values of the
edges in the matching are picked first, then the values of
all other pairs of vertices. Now, if we pick the value x; ,;
for the (i,n +14) edge, then node i is assigned z; 4, while
node n+ 1 is assigned —x; ;. So regardless of the sign of
Tin+i» exactly one of the two nodes {i,n + i} is assigned
the positive value |z; ,,4;| and exactly one is assigned the
negative value —|x; ,,4;|. Define S as the set of n nodes that
are assigned the positive values and S as the set of n nodes
that are assigned the negative values. The sum of weight

Algorithm 4: Approximating ® 4 ()
Input: A unit-length vector x, parameter w and a
Covariance matrix C' from Algorithm 3.

return R(z) = 2"Cx — w?.
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Method Additive Error Multi- Inter- Tract-
plicative | active? able?
Error?
Laplace Noise [11] O(Vk/e) X v v
Randomized O(~/dlog(k)/e) X X v
Response
MW [19] O(dv/nlog(k)/e) X v v
IDC [15] O(d+/nlog(k)/e€)
[ L [ O(log(k)/€2) [ v [ X [ V]
Table II

COMPARISON BETWEEN MECHANISMS FOR ANSWERING DIRECTIONAL VARIANCE QUERIES.

crossing the (S, S)-cut is distributed like (X + 2Y)? where
X =2 |ziptil and Y =37, >, % ;. Indeed, Y is
the sum of n(n — 1) random normal iid Gaussians, but X is
the sum of n absolute values of Gaussians. So w.h.p. both
X and Y are proportional to n. Therefore, in the direction
of this particular random projection we estimate the (.9, S)-
cut as Q((n + w)?) = Q(n?) rather than O(n). (If X was
distributed like the sum of n iid normal Gaussians, then the
estimation would be proportional to (v/n)? = n.)

Assuming that the remaining r—1 projections estimate the
cut as O(n), then by averaging over all r random projections
our estimation of the (.9, S)-cut is w(n), as long as r = o(n).
Error amplification or error detection. Having established
that we do err on some cuts, we pose the question of
error amplification. Can we introduce some error-correction
scheme to the problem without increasing r significantly?
Error amplification without increasing » will allow us to
keep the additive error fairly small. One can view L as a
coding of answers to all 2" cut-queries which is guaranteed
to have at least 1 —v fraction of the code correct, in the sense
that we get a (7, 7)-approximation to the true cut-query
answer. As such, it is tempting to try some self-correcting
scheme — like adding a random vector x to the vector 1g,
then finding the estimation to 2" Lgx and (15+x)" Lgx and
inferring 15 Lc1s. We were unable to prove such scheme
works due to the dot-product problem (see next paragraph)
and to query dependencies.

Other Versions of JL. The analysis in this works deals with
the most basic JL transform, using normal Gaussians. We
believe that qualitatively the same results should apply for
other versions of the JL transform (e.g., with entries taken
in U_1,1))- However, we are not certain whether the same
results hold for sparse transforms (see [7]).
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APPENDIX A.
COVARIANCE MATRICES: MISSING PROOF

Proof of Theorem IV.I: Fix two neighboring A and A’. We
often refer to the gap matrix A’ — A as E. Observe, E is a rank-1
matrix, which we denote as the outer-product £/ = e;v" (e; is the
indicator vector of row ¢ and v is a vector of norm 1). As such,
the singular values of F are exactly {1,0,...,0}.}

3For convenience, we ignore the part of the algorithm that subtracts the
mean of the rows of A. Observe that if £ = A — A’ then after subtracting
the mean from each row, the difference between the two matrices is €; v
where €; is simply subtracting 1/n from each coordinate of e;. Since
[€:]l < |lei||, this has no effect on the analysis.
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The proof of the theorem is composed of two stages. The first
stage is the simpler one. We ignore step 4 of Algorithm 3 (shifting
the singular values), and work under the premise that both A and
A’ have singular values no less than w. In the second stage we
denote B and B’ as the results of applying step 4 to A and A’
resp., and show what adaptations are needed to make the proof
follow through.

Stage 1.
We assume step 4 was not applied, and all singular values of A
and A’ are at least w.

As in the proof of Theorem III.1, the proof follows from the
assumption that Algorithm 3 outputs OT = A" M (which clearly
allows us to reconstruct C' = £070). Again O is composed of
columns each is an iid sample from A'Y where Y ~ N(0, I xn).
We now give the analogous claim to Claim III.3.

Claim A.1. Fix ¢g = \/ﬁ and 6o = %. Denote S = {x :

e~ OPDF 41y () < PDF 1y (z) < e °PDF 47y (2)}. Then
PI‘[S] Z 1-— 50.

Again, the composition theorem of [12] along with the choice
of r gives that overall we preserve (e, §)-differential privacy. H
Proof of Claim A.l1: The proof mimics the proof of
Claim III.3, but there are two subtle differences. First, the problem
is simpler notation-wise, because A and A’ both have full rank due
to Algorithm 3. Secondly, the problem becomes more complicated
and requires we use some heavier machinery, because the singular
values of A’ aren’t necessarily bigger than the singular values of
A. Details follow.
First, let us formally define the PDF of the two distributions.
Again, we apply the fact that ATY and A’"Y are linear transfor-
mations of N (0, Inxn).

1
(2m)? det(ATA)
exp(— %xT(A/TA/)fla:)

PDF 41y (2) = exp(—%xT(ATA)fla:)

PDF 4y () =

(2m)d det (AT A7)

Our proof proceeds as follows. First, we show

ceosr o [det(ATAY L
¢S GQeviara) =€

Then we show that no matter whether we sample x from A™Y or
from A’"Y, we have that
1

Pr, |-
3

“

2" ((ATA)—1 - (A’TA’)—l) m‘ > 60/2] <& )

Clearly, combining both (4) and (5) proves the claim.

Let us prove (4). Denote the SVD of A = UXV" and A’
U’'AV'", where the singular values of A are o1 > o3 > ...
oq > 0 and the singular values of A’ are \; > X2 > ...
Mg > 0. Therefore we have ATA = V2V, AT A" = VA2V’
and also (ATA)"! = VE72VT, (ATA) " = V/A72V'T, Thus
det(ATA) = T]%_, 07 and det(ATA") = [T%, A2

This time, in order to bound the gap >_,(A} — 07)/07 it is not
sufficient to use the trace of the matrices. Instead, we invoke an
application of Lindskii’s theorem (Theorem 9.4 in [2]).

VIV I

3

Fact A.2 (Linskii). For every k and every 1 < i1 < iz < ... <
ir < n we have that 25:1 Ai; < 2?11 gi; +Zf:1 sv;(E) where
{svi(E)}i=, are the singular values of E sorted in a descending
order.

As a corollary, because F has only 1 non-zero singular value, we

denote Big = {i : A; > o} and deduce that Z'LGB'LQ Ni—o; < 1.



Similarly, since the singular values of E and of (—FE) are the
same, we have that ZigBig oi — Ai < 1. Using this, prov-

ing (4) is straight-forward: l_[z 2—2 < TJI (1 + %) <
g i€Big K

(3.5,5) _ 1
e\" i€Big < ew and similarly, 4/]], =&

We turn to proving (5). We start with the following derivation.

I'T(ATA)_I _ II,'T(A/TA/)_I
= :cT(ATA)’ (A’TA)(A’TA)’ (A’TA)’lm
= z(ATA)” ((A+E) (A+E))(A’TA)’

—z' (A A)‘
= z'(ATA)” (ATE+ETA)(A’TA)’ x

and using the SVD and denoting ¥ = e;v", we get

2 (ATA) e — 2T (ATA) e

ST (VET U e (VATY )2

+2" (VETVT) ool (AT ) e

So now, assume z is sampled from ATY. (The case of A’"Y is

symmetric. In fact, the names A and A’ are interchangeable.) That
is, assume we’ve sampled y from Y ~ N(0, I,x») and we have

z = A"y = VXU"y and equivalently z = (A'T — ET)y =
V'AU""y — vely. The above calculation shows that
SET(ATA)71£B — I’T(AITAI)71$ <ty-tao+ts-ts
where for i = 1,2,3,4 we have t; = |v; - y| and
T =USVVE e = e, so ||zl =1
I A—1y,1T Ty /A —27y//T — /\d+1
=UN Viv—ev VATV v, solve < v
U3 = US ™'V, so [la]| < 5,
a=e; —ev VAU e, so [|lta]] <1+ =

Recall that all singular values, both of A and A’, are greater than
w and that vec; - y ~ N(0, |lvec;||?), so w.p. > 1 — do we have
that for every 4 it holds that ¢; < \/In(4/00)||v;||. So to conclude
the proof of the first stage, we have that

<21+ L ymn/60)

|eT(ATA) 'z — 2T (AT A) |
41n(4/60)
<—12 <q

Stage 2. v

We assume step 4 was applied, and denote B =
UWS2+w?)V' and B = UWARZ w2V’ We
denote the si Bgular values of Band B asof >0f > ... >0F

>\ resp. Observe that by definition, for
every ¢ we have (UZ )2 =0 +w? and (\P)? = \? + w?.
Again, we assume we output O = B"Y, and compare X =
BTY to X' = B'"Y. The theorem merely requires Claim A.1 to
hold, and they, in turn, depend on the following two conditions.

and AP > AP > &

det(B'"B’)
det(BTB)

" ((BTB)
The second stage deals with the problem that now, the gap A =

B’ — B is not necessarily a rank-1 matrix. However, what we
show is that all stages in the proof of Claim A.1 either rely on

e €0/2 < ec0/2 6)

Pr; {1 (B/TB ) ‘ > 60/2} <o @]
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the singular values or can be written as the sum of a few rank-1
matrix multiplications.

The easier part is to claim that Eq. (6) holds. The analysis is a
simple variation on the proof of Eq. (4). Fact A.2 still holds for the
singular values of A and A’. Observe that A\Z > o2 iff A; > 0.
And so we have

H

and the remainder of the proof follows. We now turn to proving
Eq. (7). We start with an observation regarding A’"A and B''B’.

A2 4 w?
o2 +w? ~

%
II >

i€Big !

I1

v 2
(U ) i€Big

ATA =ATA+E)=A"A+A'E+E"A
B'B =V(2* +w’NVT = ATA +w’I
BB =V'(A* +w’ V" = ATA +
So B"B'— B"B = A""E + ETA. Now we can follow the same

outline as in the proof of (5). Fix «, then:
2" (B'B) 'z —2"(B"B) 'z
.TT(BTB)71(B,TB,)(B/TBI)71 _ xT(B/TB/)—lw
& (B"B)™! [BTB +ATE + ETA] (B"B) 'z
xT(B/TB/)_l
& (B"B)™! [A’TE n ETA] (BB~
2" (B'B) " (A" + ENe; - v"(B'B) 'z
+2"(B'B)"'v - e] (A —E)(B"'B) 'z
It is stralght forward to see that the ¢-th spectral values of
(B"B)™! i < 7 21+ < 1/w, and similarly for
the spectral values of (B/TB/)l_lA’. We now proceed as before
and partition the above sum into multiplications of pairs of terms
where term; < |vec; -y (0, Ixn) and
x = BTy
2"(B'B) 'z —a2"(B''B')"*
T[B(B'B) (A" + E")es]
T[BBTB) M ] - [l (4 -

Lastly, we need to bound all terms that contain the multi-
plication (B'"B’)"'B™y in comparison to (BB )"'B'Ty =
B''y. For instance, take the term = \vecTy| for wvec'
el (A —E)(B''B )_IBT and define it as vec’ = z"BT. We
can only bound EBzH using o /(A\F)?, whereas we can bound
|B'z|| with 1/AF < 1/w. In contrast to before, we do not use
the fact that B'y = (B’ — A)"y. Instead, we make the following
derivations.
First, we observe that for every vector z we have that
HB'zH > ||A’z1j| and HB z|| > w||z||. Using the fact that B'B —
—ETA a s1mple derivation gives that || Bz||* <
(HB’zH + Hz||) < (14 )?||1B'2[|*, and vice-versa. So if y is

s.t. % > Threshold then 5 Z7V1 > Threshold. Ob-

serve that 2" BTy is distributed like (0, || Bz||?) = || Bz||N(0, 1),
and so we have that for every §' > 0

Pr ||2"BTy| > /log(1/4") (1+ ) \|B zH]
pe[((142)1ma1) 1 wm]
Pr |(|B2]) " [2TBy| > v/Iog(1/0")] <

2102
o tw

[UT(B/TB/)—lBT y
E) (B/TB/)leT y
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