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(referred to as meta-complexity). These questions originate
from the 1980s, when Levin [1] laid the foundation of the
average-case complexity theory and Ko [2] investigated the
complexity of MINKT, which is the problem of computing
time-bounded Kolmogorov complexity. The exact relationship among them has not been well understood. In this
paper, we establish an interdisciplinary link between the two
subareas of complexity theory.

Abstract—We exactly characterize the average-case complexity of the polynomial-time hierarchy (PH) by the worst-case
(meta-)complexity of GapMINKTPH , i.e., an approximation
version of the problem of determining if a given string can be
compressed to a short PH-oracle efﬁcient program. Speciﬁcally,
we establish the following equivalence:
DistPH ⊆ AvgP ( i.e., PH is easy on average )
⇐⇒

GapMINKTPH ∈ P.

In fact, our equivalence is signiﬁcantly broad: A number
of statements on several fundamental notions of complexity theory, such as errorless and one-sided-error averagecase complexity, sublinear-time-bounded and polynomial-timebounded Kolmogorov complexity, and PH-computable hitting
set generators, are all shown to be equivalent.
Our equivalence provides fundamentally new proof techniques for analyzing average-case complexity through the lens
of meta-complexity of time-bounded Kolmogorov complexity
and resolves, as immediate corollaries, questions of equivalence
among different notions of average-case complexity of PH:
low success versus high success probabilities (i.e., a hardness
ampliﬁcation theorem for DistPH against uniform algorithms)
and errorless versus one-sided-error average-case complexity
of PH.
Our results are based on a sequence of new technical results
that further develops the proof techniques of the author’s
previous work on the non-black-box worst-case to average-case
reduction and unexpected hardness results for Kolmogorov
complexity (FOCS’18, CCC’20, ITCS’20, STOC’20). Among
other things, we prove the following.
1) GapMINKTNP ∈ P implies P = BPP. At the core of the
proof is a new black-box hitting set generator construction
whose reconstruction algorithm uses few random bits,
which also improves the approximation quality of the nonblack-box worst-case to average-case reduction without
using a pseudorandom generator.
2) GapMINKTPH ∈ P implies DistPH ⊆ AvgBPP = AvgP.
3) If MINKTPH is easy on a 1/poly(n)-fraction of inputs,
then GapMINKTPH ∈ P. This improves the error tolerance of the previous non-black-box worst-case to averagecase reduction.
The full version of this paper is available on ECCC.

Main Theorem (a short version; “DistPH-completeness” of
GapMINKTPH ).
DistPH ⊆ AvgP

GapMINKTPH ∈ P.

This equivalence connects two fundamentally different
notions. On the left, the statement DistPH ⊆ AvgP means
that PH is easy on most instances. On the right, the statement
GapMINKTPH ∈ P means that an efﬁcient algorithm can
compute the PH-oracle Kolmogorov complexity of every
instance. In fact, our equivalence is much larger, and it
connects a number of statements on several notions of
complexity theory, including errorless and one-sided-error
average-case complexity, time-bounded Kolmogorov complexity, and PH-computable hitting set generator.
Our equivalence not only is interdisciplinary but also
has signiﬁcant impacts on fundamental questions in each
subarea. We review the average-case complexity theory and
its open questions in the next section, as well as the notion
of time-bounded Kolmogorov complexity in the subsequent
section.
II. AVERAGE -C ASE C OMPLEXITY T HEORY
In practice, the traditional analysis of an algorithm based
on worst-case inputs can be misleading. It is often reported
that modern SAT solvers can solve huge instances, notwithstanding the NP-completeness of SAT. The main source of
the disagreement between the practical performance of an
algorithm and the NP-completeness theory is that the latter
notion is based on the worst-case analysis of an algorithm;
however, we cannot generate worst-case inputs, and thus
never encounter them in reality.
Pioneered by Levin [1], the theory of average-case complexity aims at analyzing the performance of algorithms with
respect to random inputs sampled efﬁciently from some distribution. Speciﬁcally, for a language L : {0, 1}∗ → {0, 1}

Keywords-average-case complexity; meta-complexity; Kolmogorov complexity; polynomial-time hierarchy; hitting set
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I. I NTRODUCTION
Two of the mysteries of complexity theory are the
average-case complexity of PH and the computational complexity of computing time-bounded Kolmogorov complexity
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Avg2−n P (⇔ NP = P)?

and a family of distributions D = {Dn }n∈N ,1 the pair
(L, D) is called a distributional problem. The task of the
distributional problem (L, D) is to compute L(x) given a
random input x ∼ Dn for each instance size n ∈ N.2
Following Levin’s original notion [1], (L, D) is said to
be polynomial-time-solvable on average if there exists an
algorithm A computing L such that, for some constant  > 0,
for all large n ∈ N, Ex∼Dn [tA (x) ] ≤ O(n), where tA (x)
denotes the running time of A on input x. The class of
distributional problems that are polynomial-time-solvable on
average is denoted by AvgP.
For our purpose, it is useful to use the equivalent notion of
an errorless heuristic scheme. An errorless heuristic scheme
A for a distributional problem (L, D) satisﬁes the following:
(1) A takes an input x ∈ supp(Dn ) ⊆ {0, 1}∗ and an
error parameter δ ∈ (0, 1) and runs in time poly(n, 1/δ),
(2) A is errorless, that is, A(x, δ) ∈ {L(x), ⊥}, and (3)
A(x, δ) = L(x) holds with probability at least 1 − δ over
the choice of x ∼ Dn for any n ∈ N. It is known that
(L, D) ∈ AvgP if and only if (L, D) admits an errorless
heuristic scheme. (Roughly speaking, an errorless heuristic
scheme outputs ⊥ if it takes super-polynomial time to
compute.) For a function δ : N → (0, 1), let Avgδ P denote
the class of distributional problems (L, D) that admit an
errorless heuristic algorithm with error parameter ﬁxed to
δ(n). Further details on average-case complexity can be
found in the survey of Bogdanov and Trevisan [3].
What kind of distributions should we consider? It is
reasonable to focus on the distribution from which one
can generate a random instance efﬁciently. A family of
distributions D = {Dn }n∈N is said to be polynomial-time
samplable if there exists a randomized polynomial-time
algorithm that, on input 1n , outputs a string that is distributed
according to Dn . The class of polynomial-time-samplable
distributions is denoted by PSamp. For a complexity class
C, let DistC denotes the class C × PSamp of distributional
problems.
The fundamental questions of average-case complexity are
whether DistNP ⊆ AvgP and its relationship with DistNP ⊆
Avgδ P holds for different choices of parameters δ. It is
evident that DistNP ⊆ Avgδ P implies DistNP ⊆ Avgδ P if
δ ≤ δ  . However, it is a fundamental open question to prove
the converse, depending on the choice of the error parameter
δ. For example, in the extreme case of δ(n) = 2−n , an
errorless heuristic algorithm is equivalent to a worst-case
solver, whose relationship with an errorless heuristic scheme
is open.

This is one of the central questions in complexity theory,
particularly because of its relationship to cryptography.
In terms of Impagliazzo’s ﬁve possible worlds, the open
question corresponds to excluding Heuristica from the possible worlds (cf. [4]). In another regime of parameters, the
question is referred to as hardness ampliﬁcation.
Open Question II.2 (Hardness ampliﬁcation for NP).
Does DistNP ⊆ Avg1−1/poly(n) P imply DistNP ⊆ AvgP?
The history of hardness ampliﬁcation dates back to Yao’s
XOR Lemma (cf. [5]). It is however relatively recently
that Bogdanov and Safra [6] initiated the study of hardness ampliﬁcation in the context of errorless average-case
complexity, and made progress towards Open Question II.2
by showing that DistNP ⊆ Avg1−(log n)−1/10+o(1) P implies
DistNP ⊆ AvgP.3
Another natural question is whether two-sided-error
average-case complexity of NP is equivalent to errorless
average-case complexity, as raised in [4].
Open Question II.3 (Two-sided-error versus errorless average-case complexity of NP).
Does DistNP ⊆ HeurP imply DistNP ⊆ AvgP?
Here, HeurP denotes the class of distributional problems
that admit a two-sided-error heuristic scheme. In fact, using
the search-to-decision reduction for NP [8], a two-sidederror heuristic scheme for NP can be converted to a “onesided-error” heuristic scheme for NP that always rejects N O
instances and accepts most Y ES instances. In light of this,
Open Question II.3 is morally equivalent to the following
question.
Open Question II.4 (One-sided-error versus errorless average-case complexity of NP).
Does DistNP ⊆ Avg1 P imply DistNP ⊆ AvgP?
Here, Avg1 P denotes the class of distributional problems
that admit a one-sided-error heuristic scheme. Speciﬁcally,
we say that (L, D) ∈ Avg1 P if there exists an algorithm
A such that (1) A(x, δ) runs in time poly(n, 1/δ), (2)
L(x) = 0 implies A(x, δ) = 0, and (3) A(x, δ) = L(x)
with probability at least 1 − δ over the choice of x ∼ Dn .
So far we have explained the case of DistNP. However, all
corresponding questions are open even for the Polynomialtime Hierarchy (PH). 
Recall that PH is a generalization of
NP and is deﬁned as k∈N Σpk , where the k-th level Σpk of
p
PH is deﬁned as NPΣk−1 and Σp0 := P. For example, the
following is an easier question than Open Question II.1.

Open Question II.1 (Worst-case versus average-case complexity of NP). Does DistNP ⊆ AvgP imply DistNP ⊆
1 We identify a language L ⊆ {0, 1}∗ with its characteristic function
L : {0, 1}∗ → {0, 1}.
2 The support of D is a subset of {0, 1}∗ , and it is not required to
n
be a subset of {0, 1}n .

3 While their reduction is randomized, the reduction can be derandomized by using the pseudorandom generator of [7].
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Open Question II.5 (Worst-case versus average-case complexity of PH).

theory and meta-complexity theory, we employ the proof
techniques of the author’s previous work on a non-black-box
worst-case-to-average-case reduction [23], which overcame
another fundamental limit of black-box reductions that was
presented by Feigenbaum and Fortnow [21] and Bogdanov
and Trevisan [22]. We next review the notion of metacomplexity.

Does DistPH ⊆ AvgP imply PH = P (⇔ NP = P)?
The landscape of average-case complexity is summarized
in Fig. 1. The depicted implications are trivial facts, and
the converse directions correspond to the open questions
mentioned above.
As a part of our equivalence, we resolve the PH analogues of Open Questions II.2 and II.4 simultaneously.4
Speciﬁcally, we show that, if there exists a one-sided-error
algorithm for DistPH that succeeds with probability at least
1/poly(n), then there exists an errorless heuristic scheme
for DistPH.

III. M ETA -C OMPLEXITY OF T IME -B OUNDED
KOLMOGOROV C OMPLEXITY
Kolmogorov complexity enables quantifying how much
a string is complex. Informally, the t-time-bounded Kolmogorov complexity of a ﬁnite string x ∈ {0, 1}∗ is deﬁned
as the minimum size of a program that outputs x in t steps.
For a formal deﬁnition, we need to clarify the meaning of
“the size of a program” by ﬁxing a particular interpreter.
We ﬁx an efﬁcient universal Turing machine U . The t-timebounded Kolmogorov complexity Kt (x) of x is formally deﬁned as follows. (We adopt the deﬁnition that is meaningful
even for t ≤ |x|.)

Theorem II.6. For any constant c > 0, if DistPH ⊆
Avg11−n−c P, then DistPH ⊆ AvgP.
Our proof techniques are fundamentally different from
previous techniques. All previous proof techniques of hardness ampliﬁcation that we are aware of use a hardness
ampliﬁcation procedure “Amp(f )” (e.g., [5, 6, 9–16]).
Speciﬁcally, a given function f is mapped to a candidate
hard function Amp(f ); typically, the function is deﬁned
as Amp(f )(x1 , . . . , xk ) := f (x1 ) ⊕ · · · ⊕ f (xk ) as in
Yao’s XOR Lemma. Then, one designs an efﬁcient oracle
algorithm R that, given access to an oracle that solves
Amp(f ) on a small fraction of inputs, solves f on a large
fraction of inputs.
The proof strategy based on Amp(f ) is often referred
to as black-box: The oracle algorithm R takes as oracle an
arbitrary (even inefﬁcient) heuristic algorithm for Amp(f )
and solves f on average. Such a proof technique based on a
black-box hardness ampliﬁcation procedure is so general that
there are a number of signiﬁcant limits (e.g., [17–22]). For
example, Viola [17] showed that the worst-case-to-averagecase equivalence of PH (i.e., Open Question II.5) cannot
be proved by using a black-box hardness ampliﬁcation
procedure.
Note that, in order to prove a hardness ampliﬁcation theorem, it sufﬁces to design a “non-black-box” oracle algorithm
R that is successful only when the oracle is efﬁcient. Here,
a reduction is referred to as non-black-box if the proof of
the correctness of the reduction uses the efﬁciency of the
oracle in an essential manner.
The approach of this work is not black-box,5 and our proof
is based on new understanding of average-case complexity
through the meta-complexity of time-bounded Kolmogorov
complexity. In order to connect average-case complexity

Deﬁnition III.1. For a string x ∈ {0, 1}∗ , an oracle A ⊆
{0, 1}∗ , and a time bound t ∈ N ∪ {∞},
Kt,A (x) := min{ |d| | U d,A (i) outputs xi in time t
for each i ∈ [|x| + 1] }.
Here, U d,A (i) means the output of the universal Turing
machine given random access to d and A and i as input; xi
denotes the ith bit of x if i ≤ |x| and ⊥ otherwise. We omit
the superscript A if A = ∅, and the superscript t if t = ∞,
respectively.
Note that time-bounded Kolmogorov complexity itself
asks the complexity of a shortest program to print a given
string. Stepping back, one can ask the complexity of computing time-bounded Kolmogorov complexity—what is called
meta-complexity of time-bounded Kolmogorov complexity.
Although the origin of meta-complexity can be traced back
to the Russian study of 1950s [24], its importance was
identiﬁed only recently, especially through the study of the
Minimum Circuit Size Problem (MCSP [25]).6
Among the early studies on meta-complexity of timebounded Kolmogorov complexity, Ko [2] introduced and
investigated MINKT, which is the problem of deciding,
given (x, 1t , 1s ) as input, whether there is a program of
size at most s that prints x in time t, as well as its
approximation version which we denote by GapMINKT.
The problem GapMINKT asks for approximating Kt (x)
within an additive error of O(log(|x| + t)). Formally:

4 By using the fact that PH is closed under complement, it is easy to
prove that DistPH ⊆ Avg1 P iff DistPH ⊆ AvgP. However, the same
argument does not work when the failure probability is large.
5 We do not know whether our hardness ampliﬁcation result (Theorem II.6) itself is subject to some black-box barrier results, such as [17, 18].
See also Section V-D.

Deﬁnition III.2. For a function τ : N×N → N and an oracle
A ⊆ {0, 1}∗ , Gapτ MINKTA is deﬁned as the promise
6 The reader is referred to the survey of Allender [26] for more details
on meta-complexity and MCSP.
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one-sided-error versus errorless

hardness ampliﬁcation

worst-case versus average-case

DistNP ⊆ Avg1−1/poly(n) P

DistNP ⊆ AvgP

DistNP ⊆ Avg11−1/poly(n) P

DistNP ⊆ Avg1 P

DistPH ⊆ Avg1−1/poly(n) P

DistPH ⊆ AvgP

NP = P

PH = P

4

DistPH ⊆ Avg11−1/poly(n) P

DistPH ⊆ Avg1 P

Figure 1.
The relationships between average-case complexity of NP and PH under various notions. All implications depicted (except for our results)
are trivial. The converse directions are fundamental open questions. A section of our equivalence is the four statements enclosed by the rectangle, which
resolves the open questions regarding the average-case complexity of PH.

problem (ΠY ES , ΠN O ) such that
ΠY ES := { (x, 1 , 1 ) | K
t

s

t,A

ΠN O := { (x, 1 , 1 ) | K
t

s

Somewhat surprisingly, the following easier question is
open as well.

(x) ≤ s },

τ (|x|,t),A

(x) > s + log τ (|x|, t) }.

Open Question III.5 (“NP-hardness” of GapMINKTPH ).
Does GapMINKTPH ∈ P imply P = NP?

We write GapMINKTA ∈ P if there exists some polynomial
τ such that Gapτ MINKTA ∈ P. We deﬁne MINKTA :=
(ΠY ES , {0, 1}∗ \ ΠY ES ).

Readers unfamiliar with meta-complexity may wonder
why it is not trivial that NP is reducible to GapMINKTNP ,
or more generally, that A is reducible to GapMINKTA
for any oracle A. Intuitively, GapMINKTA seems to be
more difﬁcult than computing A. Unfortunately, there is
a gap between this intuition and actually constructing a
reduction from A to GapMINKTA : The meta-complexity
of GapMINKTA refers to the complexity of minimizing the
size of an A-oracle program; it is not clear whether the task
of computing A can be converted to the task of minimizing
the size of an A-oracle program. In fact, this gap—which
seems to be intuitively small—is the only missing piece
for establishing the equivalence between worst-case and
average-case complexity of PH.

C

We extend this deﬁnition to GapMINKT for a complexity class C. We could have simply deﬁned GapMINKTPH
as GapMINKTA if we had a PH-complete problem A.
However, this deﬁnition is problematic: If there exists a PHcomplete problem A, then we must have PH ≤pm A ∈ Σpk
for some constant k ∈ N, which implies the unlikely
consequence that the polynomial-time hierarchy collapses.
We address this issue by introducing the deﬁnition of
GapMINKTC that does not depend on a complete problem,
where C is an arbitrary complexity class.
Deﬁnition III.3. For a complexity class C, we regard
GapMINKTC as a family of problems { GapMINKTA |
A ∈ C }. We write GapMINKTC ∈ P if GapMINKTA ∈ P
for any oracle A ∈ C. Similarly, we deﬁne MINKTC :=
{ MINKTA | A ∈ C }.

Corollary III.6 (of Main Theorem). Open Question III.5 is
equivalent to Open Question II.5. That is, “NP-hardness” of
GapMINKTPH is equivalent to establishing the equivalence
between worst-case and average-case complexity of PH.

One of the central questions on GapMINKT is to classify
its complexity. It is easy to observe that GapMINKT ∈ NP,
and more generally, GapMINKTA ∈ NPA for any oracle A.
Thus, the central question is to prove its NP-hardness, which
would completely classify the complexity of GapMINKT
as an “NP-complete” problem.7

One of our main technical contributions is to partially close the gap between the tasks of computing A
and minimizing an A-oracle program: We will show that
GapMINKTPH ∈ P implies DistPH ⊆ AvgP, which can
be regarded as “DistPH-hardness” of GapMINKTPH . In
fact, our results classify the complexity of GapMINKTPH
as a “DistPH-complete” problem in the following sense:
DistPH ⊆ AvgP ⇐⇒ GapMINKTPH ∈ P, thereby
resolving the fundamental open question of the complexity
of GapMINKTPH .

Open Question III.4. Does GapMINKT ∈ P imply P =
NP?
7 We often use the weak notion of hardness and completeness. For
example, we say that a problem L is “NP-complete” if L ∈ P implies
P = NP and L ∈ NP. This property is implied by the standard NPcompleteness under polynomial-time reductions, but the converse is not
necessarily true.
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to consider every oracle A ∈ PH; alternatively, it sufﬁces
to consider a complete problem for each level of PH. Let
Σk SAT denote the canonical complete problem for Σpk . Then
the following is equivalent as well.
3) GapMINKTΣk SAT ∈ P for any constant k ∈ N.
The signiﬁcance of our equivalence is that the robustness
of meta-complexity can be transferred to average-case complexity, the latter of which is often not resilient to modiﬁcations of success probability or the notion of errorless to onesided-error. The equivalence enables us to reduce the success
probability of an errorless heuristic algorithm to 1/poly(n),
which establishes a hardness ampliﬁcation theorem for PH
against uniform algorithms.
4) DistPH ⊆ Avg1−n−c P for some constant c > 0.
Furthermore, the equivalence extends to one-sided-error
heuristic algorithms, thereby equating the errorless and onesided-error average-case complexity of PH. We are unaware
of any existing proof techniques that can yield such an
equivalence.9
5) DistPH ⊆ Avg11−n−c P for some constant c > 0.
How do we establish the equivalence? Essential to our
proof is to identify MINKTPH × PSamp as a natural “DistPH-complete” family of distributional problems.10
Here, we say that a class C of distributional problems is
“DistPH-complete” if C ⊆ DistPH, and C ⊆ AvgP implies
DistPH ⊆ AvgP. We show that MINKTPH × PSamp is
“DistPH-hard” even if the success probability of an errorless
heuristic algorithm is 1/poly(n).
6) Dist(MINKTPH ) := MINKTPH × PSamp ⊆
Avg1−n−c P for some constant c > 0.
The reason why we are able to show the equivalence
between one-sided-error and errorless average-case complexity is that Dist(MINKTPH ) is “DistPH-hard” in an
even stronger sense. If coMINKTPH admits a one-sidederror heuristic algorithm, then DistPH admits an errorless
heuristic algorithm. Here, coC denotes the complement of C
for a class C.
7) coMINKTPH × PSamp ⊆ Avg11−n−c P for some constant c > 0.
Next, we explain how to resolve the issue of monotonicity. As mentioned before, the meta-complexity of
GapMINKTA is not necessarily monotone increasing with
respect to A. In our previous work [29], we introduced
the notion of “non-disjoint” promise problems so that the

A. Monotonicity
There is another counterintuitive property of metacomplexity that is not well understood—the monotonicity
of meta-complexity. One might think that it is trivial that
GapMINKTSAT ∈ P implies GapMINKT ∈ P. However,
this was not known before this work.8
More generally, one might guess that GapMINKT should
be reducible to GapMINKTA for any oracle A via, for instance, the identity reduction that maps an instance to itself.
While the identity reduction can map any Y ES instance of
GapMINKT to a Y ES instance of GapMINKTA , it does
not necessarily map a N O instance of GapMINKT to a N O
instance of GapMINKTA . The identity reduction actually
works under the notion of the average-case complexity of
GapMINKT [27], but, in terms of worst-case complexity,
the reduction may not be correct. In fact, any deterministic
reduction does not work: there exists some oracle A such
that MCSP is not reducible to MCSPA via any deterministic
polynomial-time Turing reduction unless MCSP ∈ P [28].
Nevertheless, we establish the following monotonicity
property of meta-complexity.
Theorem III.7. Let A and B be oracles such that A is
NP-hard and B ≤pT A. Then, GapMINKTA ∈ P implies
GapMINKTB ∈ P
The proof of Theorem III.7 is based on non-black-box
reductions, thereby bypassing the impossibility result of
[28]. At the core of the proof is the randomized non-blackbox worst-case-to-average-case reduction of [23, 29]. In
order to derandomize it, we again use a (deterministic) nonblack-box worst-case-to-average-case reduction to construct
a nearly optimal pseudorandom generator, by making use of
the NP-hardness of the oracle A.
IV. O UR R ESULTS
Thus far, we have explained the signiﬁcance of our
results mainly within each subarea of complexity theory.
We now guide the reader to our interdisciplinary equivalence
that connects average-case complexity, meta-complexity of
time-bounded Kolmogorov complexity, and more. Since the
number of equivalent statements is large, we will explain
one by one while presenting some ideas of the proofs.
Theorem IV.1 (Main results). The following (Items 1 to 12)
are equivalent.
1) DistPH ⊆ AvgP.
2) GapMINKTPH ∈ P.
Our equivalence is considerably robust with respect to
minor changes. For example, recall that GapMINKTPH is
the family of problems GapMINKTA for each oracle A ∈
PH. Although this is a convenient notion, we do not have

9 The standard techniques of error-correcting codes yield such an
equivalence for high complexity classes such as PSPACE and EXP.
For example, two-sided-error average-case and worst-case complexity of
PSPACE are equivalent [30, 31], and so is the one-sided-error averagecase complexity. However, the proof technique is not applicable to PH
[17]. We also mention that there is a simple argument that works if the
failure probability is small.
10 We mention that it is easy to construct an artiﬁcial DistPH-complete
family of distributional problems [32].

8 In contrast, it is easy to observe that GapMINKTNP ∈ P implies
GapMINKT ∈ P.
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t: In the previous reductions, an instance (x, 1t , 1s ) was


reduced to some instance (x , 1t , 1s ), where t = poly(n, t)
and n = |x|. Because we require solving GapMINKTPH
for every time parameter t ∈ N, it was also required that a


heuristic algorithm solves (x , 1t , 1s ) for every time param
eter t , which can be ensured if the success probability of the
heuristic algorithm is assumed to be at least 1 − 1/poly(n).
A new insight of this work is that the time bound
can be ﬁxed to t := nγ , where γ > 0 is an arbitrary
constant and n is the length of x. For a function t : N →
N, let GapMINKTPH [t = t(n)] denote the version of
GapMINKTPH , where the time bound is ﬁxed to t(|x|) on
input (x, 1s ). The following is equivalent, for any constant
γ > 0.
9) GapMINKTPH [t = nγ ] ∈ P.
For example, one can regard GapMINKTPH [t = n1/10 ]
or GapMINKTPH [t = n100 ] as a problem that characterizes
the average-case complexity of PH. We mention in passing
that GapMINKTPH [t = nγ ] for γ ∈ (0, 1) can be regarded
as a sublinear-time-bounded Kolmogorov complexity, which
is reminiscent of MKTP [33, 34]. Here, MKTP is the
problem of, given an input x, computing the trade-off
KT(x) := min{ Kt (x) + t | t ∈ N } between a description
length and a (sublinear-)time bound.
We have explained the equivalence that connects averagecase complexity and meta-complexity of time-bounded Kolmogorov complexity. Our equivalence even extends to the
non-existence of a hitting set generator, which is one of
the fundamental notions of complexity theory. Recall that a
family of functions H = {Hn : {0, 1}s(n) → {0, 1}n }n∈N
is said to be a hitting set generator (HSG) secure against
a complexity class C if, for every C ∈ C, for inﬁnitely
many n ∈ N, Prw∼{0,1}n [C(w) = 1] ≥ 1/4 implies that
C(Hn (z)) = 1 for some z ∈ {0, 1}s(n) .
As observed in [35], it is not hard to see that the existence
of a PH-computable hitting set generator implies DistPH ⊆
AvgP. Surprisingly, we establish the converse direction.
10) There exists no hitting set generator H = {Hn :
{0, 1}n−1 → {0, 1}n }n∈N computable in polynomial
time with PH oracle that is secure against P, and
P = ZPP.12
We note that the notion of hitting set generator considered
here is cryptographic as opposed to complexity-theoretic.
The latter notion is suitable for derandomizing one-sidederror randomized algorithms, and allows the computational
resource for computing a hitting set generator to be larger
than its adversary. In contrast, we require that a hitting set
generator H is computable in a ﬁxed polynomial time (with
PH oracle) and H is secure against an arbitrary polynomialtime adversary.

monotonicity can be incorporated into the deﬁnition of a
problem itself.
Speciﬁcally, let Gap(KPH vs K) denote (a family
of) the promise problems whose Y ES instances are
those of GapMINKTPH and N O instances are those of
GapMINKT. This is not a standard promise problem in the
sense that, under the plausible assumption that ENP = E,
there exists an instance that is simultaneously a Y ES and
N O instance, and thus Gap(KPH vs K) is not a disjoint
pair of languages; in this case, any algorithm—not only a
polynomial-time algorithm but also literally any algorithm—
cannot solve Gap(KPH vs K). Nevertheless, under the
assumption that DistPH ⊆ AvgP, there exists a polynomialtime algorithm that solves the “non-disjoint” promise problem.
8) Gap(KPH vs K) ∈ P.
The mathematical properties of the meta-complexity
of Gap(KA vs K) are better and more intuitive than
GapMINKTA . For example, it is not hard to see that
there is a many-one reduction from Gap(KA vs K) to
Gap(KB vs K) for any oracles A ≤pT B, which serves
as a key property for proving the monotonicity of metacomplexity (Theorem III.7). Moreover, the identity map
reduces GapMINKTPH to Gap(KPH vs K), and thus the
latter problem is a harder problem, which explains the
implication from Item 8 to 2.
The question is—how can we show that there exists a
polynomial-time algorithm that can solve the “non-disjoint”
promise problem which we believe no algorithm can solve?
A short answer is that MINKTPH is inherently a metacomputational problem that encodes a computation as its
instance.11 This enables us to show that, under the assumption that GapMINKTPH ∈ P, for any oracle A ∈ PH,
there exists a polynomial τA such that KτA (|x|,t) (x) ≤
Kt,A (x) + log τA (|x|, t) for any x ∈ {0, 1}∗ and any t ∈ N,
in which case Gap(KPH vs K) is indeed a disjoint promise
problem.
One of the key components of the proof is to bridge
the gap from the one-sided-error average-case complexity of
coMINKTPH × PSamp to the worst-case meta-complexity
of Gap(KPH vs K), that is, the implication from Item 7
to Item 8. The gap can be closed by using the proof
techniques of the non-black-box worst-case-to-average-case
reductions of [23, 29]. Unfortunately, the previous worstcase-to-average-case reductions are not error-tolerant, and
require the success probability of a one-sided-error heuristic
algorithm to be at least 1 − 1/poly(n). We need to reduce
the requirement of the success probability to 1/poly(n).
One of the technical contributions of this work is to make
the reductions error-tolerant. The main bottleneck of the
previous reductions is the existence of the time parameter

12 For some technical reason, we include in Item 10 the mild derandomization assumption that P = ZPP. In particular, Item 10 is equivalent to
Items 1 to 9 under the assumption that P = ZPP.

11 More

speciﬁcally, the instances encode some relationships among
complexity classes.
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One of the central questions about cryptographic hitting
set generators is whether one can extend its seed. It is
well known that a cryptographic pseudorandom generator
G = {Gn : {0, 1}n−1 → {0, 1}n }n∈N that extends its seed
by one bit can be stretched to poly(n) bits. However, the
corresponding question on a hitting set generator is open, as
raised by Rudich [36]. We make the ﬁrst progress towards
resolving the question, by showing that the seed of a PHcomputable HSG can be extended by 1 bit (¬Item 10) if and
only if it can be extended by O(log n) bits (¬Item 11).
11) For some constant c > 0, there exists no PHcomputable hitting set generator H = {Hn :
{0, 1}n−c log n → {0, 1}n }n∈N that is secure against
P, and P = ZPP.
Another natural question regarding a polynomial-timecomputable HSG is whether it is equivalent to a sublineartime-computable HSG. Speciﬁcally, for any constant γ > 0,
we say that an HSG H = {Hn : {0, 1}s(n) → {0, 1}n }n∈N
is computable in time nγ if, given random access to z ∈
{0, 1}s(n) and an index i ∈ [n], one can compute the ith
bit of Hn (z) in time nγ . We show that the following is
equivalent for any constant γ > 0.
12) For some constant c > 0, for any constant k ∈ N,
there exists no hitting set generator H = {Hn :
{0, 1}n−c log n → {0, 1}n }n∈N computable in time
nγ with Σk SAT oracle that is secure against P, and
P = ZPP.
For example, the non-existence of a PH-oracle n1/10 computable HSG (for γ := 1/10) and that of a PH-oracle
n100 -computable HSG (for γ := 100) are equivalent. This
is a rather counterintuitive result: Naively, one can imagine
that, if the time bound n1/10 is increased to n100 , more
strings can be computed, and thus a hitting set generator
should become more secure. As a consequence, one might
guess that Item 12 should not be equivalent to the nonexistence of PH-computable hitting set generators. This
intuition turns out to be not correct.
Instead, it is instructive to consider Item 12 as an HSG
analogue of the pseudorandom function generator construction of Goldreich, Goldwasser, and Micali [37], from which
it follows that any poly(n)-time computable PRG can be
converted to an nγ -time computable PRG, where n denotes
the output length of PRGs.
♦

[23, 29].
Theorem IV.2 (Item 7 ⇒ 8). Let c > 0 be any constant and
A be any NP-hard oracle.13 If {coMINKTA } × PSamp ⊆
Avg11−n−c P, then Gap(KA vs K) ∈ P.
Due to the barrier of Bogdanov and Trevisan [22], this
step cannot be regarded as a (black-box) worst-case-toaverage-case reduction (see [23, 35] for detailed discussion);
thereby it crosses the boundary from the average-case world
to the worst-case meta-complexity world.
Another crucial step that brings us from the worst-case
meta-complexity world to the average-complexity world
is the following, which establishes “DistPH-hardness” of
GapMINKTPH by building on the ideas developed in
[38, 39].
Theorem IV.3 (Item 3 ⇒ 1). Let A be any Σpk -hard problem
for some k ∈ N. If GapMINKTA ∈ P, then DistΣpk ⊆
AvgP.
Since our hardness ampliﬁcation theorem for PH (Theorem II.6) is a statement purely on average-case complexity,
it is natural to ask whether we can simplify our proof to
provide a purely average-case complexity-theoretic argument. Note that Theorem IV.3 provides an “average-case-toworst-case” reduction. If we could interpret this reduction as
an average-case-to-average-case reduction, then we would
have obtained an average-case complexity-theoretic proof
easily. Surprisingly, the reduction of Theorem IV.3 cannot
be regarded as an average-case-to-average-case reduction for
any k ≥ 2, and it is essential to cross the boundary from
the worst-case meta-complexity world to the average-case
world. It is this interplay between average-case complexity
and worst-case meta-complexity that enables resolving the
fundamental open questions. The details are explained in the
full version of the paper under the name of the “Sp2 -barrier”.
Both of Theorems IV.2 and IV.3 make use of the existence
of a (complexity-theoretic) pseudorandom generator. In fact,
one of our main technical contributions is to prove P = BPP
under the assumptions that any one of Items 1 to 12 holds.
For example:
Theorem IV.4 (BPP-hardness). Let A be any NP-hard
oracle. If GapMINKTA ∈ P, then P = BPP.
Fig. 3 summarizes the relationship among statements on
different levels of PH.

Fig. 2 summarizes some of the important statements and
our proof strategies. On the top half of the ﬁgure are
the statements on average-case complexity. On the bottom
half of the ﬁgure are the statements on worst-case metacomplexity. The essential steps in our proof are to connect
these fundamentally different statements.
One crucial step that brings us from the average-casecomplexity world to the worst-case meta-complexity world
is the following, which provides the non-black-box errortolerant worst-case-to-average-case reduction and improves

A. Meta-Complexity is Indispensable for Average-Case
Complexity
Our results have important consequences to the open
questions mentioned before.
13 The NP-hardness of A is used to construct an explicit pseudorandom
generator of logarithmic seed length secure against linear-sized
circuits. In

particular, under the plausible assumption that E ⊆ >0 i.o.SIZE(2n )
[11], Theorem IV.2 holds for any oracle A.
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7. Dist(coMINKTPH ) ⊆ Avg11−n−c P

1. DistPH ⊆ AvgP
average-case complexity

worst-case complexity
2. GapMINKTPH ∈ P
3. GapMINKTΣk SAT ∈ P

8. Gap(KPH vs K) ∈ P
Figure 2.

Some of the statements in the equivalence of the main result. The main technical implications are highlighted in red.

GapMINKTPH ∈ P

GapMINKT

NP

∈P

Theorem IV.3
Theorem IV.2
The
orem
IV.3

Theorem IV.2

(NP ≤ GapMINKTPH ).

DistPH ⊆ AvgP

B. A New Approach Towards Hardness Ampliﬁcation for NP
DistΣp2

There are oracles relative to which Open Questions II.1
and III.4 do not hold, as constructed by Ko [2] and Impagliazzo [40], respectively. Therefore, we need to develop a nonrelativizing proof technique in order to resolve these open
questions. In light of this, we propose an open question that
is less challenging but still has an important consequence:

⊆ AvgP

The

orem

GapMINKT ∈ P

IV.3

Theorem IV.2

DistNP ⊆ AvgP

Figure 3.
The relationships between GapMINKTC for C
{P, NP, PH} and average-case complexity.

Open Question IV.6 (“DistNP-hardness” of GapMINKT).
Does GapMINKT ∈ P implies DistNP ⊆ AvgP?

∈

Open Question IV.6 provides a completely new approach
towards improving the hardness ampliﬁcation result of
Bogdanov and Safra [6] from 1/(log n)1/10 to 1/poly(n).
Speciﬁcally:

As mentioned in Open Question III.4, the fundamental open question of GapMINKT is to prove its “NPcompleteness”. In our previous work [23, 29], we showed
that Open Question III.4 is sufﬁcient for equating the
worst-case and average-case complexity of NP (i.e., Open
Question III.4 implies Open Question II.1). The results of
[23] overcame the signiﬁcant barrier of Bogdanov and Trevisan [22]: No non-adaptive black-box reduction can reduce
NP-complete problems to DistNP (unless PH collapses)
nor reduce GapMINKT to DistNP (unless GapMINKT ∈
coNP/poly); in contrast, the proof techniques of [23] are
non-black-box. However, it is possible that adaptive reductions can also bypass the barrier of [22], and it was
not clear at all whether proving NP-hardness of metacomputational problems is really necessarily for resolving
Open Question II.1.
The results of this work indicate that we cannot resolve Open Question II.1 without resolving “NP-hardness”
of GapMINKTPH (Open Question III.5); therefore, metacomplexity is indispensable for studying average-case complexity. To summarize, using informal notations such as
NP ≤ DistPH (meaning that DistPH ⊆ AvgP =⇒
NP = P), we have the following relationships among open
questions.

Corollary IV.7 (of Theorem IV.2). Open Question IV.6
implies Open Question II.2 (i.e., the hardness ampliﬁcation
theorem for NP).
Note that Theorem IV.3 shows “DistNP-hardness” of
GapMINKTNP ; Open Question IV.6 asks whether the NPoracle can be eliminated. It should be also noted that
Open Question IV.6 would classify the complexity of
GapMINKT as a “DistNP-complete” problem in light of
Theorem IV.2.
C. Practically Generating Hard NP Instances?
We note that the error-tolerant worst-case-to-average-case
reduction could be used to practically generate hard NP
instances. Speciﬁcally, under the plausible assumptions that
there exist (cryptographic and complexity-theoretic) pseudorandom generators, a (1 − 1/poly(n))-fraction of instances
of MINKT require super-polynomial time to solve.
Corollary
IV.8 (of Theorem IV.2). Assume that E ⊆

n
>0 i.o.SIZE(2 ) and GapMINKT ∈ P. Let c > 0
be any constant. Then, for any algorithm M that solves
MINKT[t = n1/10 , s = n − (c + 1) log n] and any
polynomial p, for inﬁnitely many n ∈ N, with probability at
least 1 − n−c over the choice of x ∼ {0, 1}n , tM (x) ≥ p(n)
holds, where tM (x) denotes the running time of M on input
x.

Corollary IV.5. Open Question III.4 (NP ≤ GapMINKT)
=⇒ Open Question II.1 (NP ≤ DistNP) =⇒ Open
Question II.5 (NP ≤ DistPH) ⇐⇒ Open Question III.5
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The assumption that GapMINKT ∈ P is relatively mild.
For example, any one of the following assumptions implies
GapMINKT ∈ P: SZK ⊆ BPP [41], the existence of
cryptographic pseudorandom generators, the existence of
(auxiliary-input) one-way functions [42], unsolvability of
Random 3SAT in polynomial time [27], or more generally,
the existence of a cryptographic hitting set generator [23].

Antunes and Fortnow [46] characterized the running time
of average-case algorithms by using the notion of computational depth. The computational depth (with time bound t)
of a string x is deﬁned as cdt (x) := Kt (x) − K(x), whose
notion was introduced by Antunes, Fortnow, van Melkebeek,
and Vinodchandran [47]. Under the assumption that exponential time is not inﬁnitely often in sub-exponential space,
it was shown in [46] that, for all polynomial p, the running
p(|x|)
(x)+O(log |x|)
for any input
time of A is bounded by 2cd
x if and only if A runs in average-case polynomial time with
respect to any distribution μ ∈ PSamp.
We emphasize the fundamental differences between these
previous results and this work. Our work characterizes
average-case complexity via the meta-complexity of timebounded Kolmogorov complexity, whereas the previous results characterize average-case complexity via Kolmogorov
complexity itself. It should be also noted that the result
of [46] is a conditional result, whereas our equivalence
is unconditional, for which we make signiﬁcant technical
contributions.

V. R ELATED W ORK
We present several previous works that are closely related
to this work as well as impacts of our results to theirs.
A. From Average-Case Complexity to Meta-Complexity
In the area of meta-complexity, the proof techniques of
average-case complexity have been often exploited. Using
random self-reducibility and downward self-reducibility of
some PSPACE-complete problem [31], Allender, Buhrman,
Koucký, van Melkebeek, Ronneburger [33] showed that
PSPACE
, and it is immediate that
PSPACE ⊆ ZPPMCSP
the same proof technique shows that PSPACE ⊆
PSPACE
. Combining their results with the BPPZPPGapMINKT
hardness (Theorem IV.4), we immediately obtain “PSPACEcompleteness” of GapMINKTPSPACE under deterministic
reductions.

C. Cryptographic Hitting Set Generator
Santhanam [48] posed the Universality Conjecture, under
which a “succinct” hitting set generator can be extended
arbitrary. The conjecture cannot be refuted unless one-way
functions fail to exist, and, at the same time, its solvability
remains unclear. It is left as an interesting research direction
to make progress towards the Universality Conjecture using
the proof techniques behind Theorem IV.1, which shows
that a PH-computable hitting set generator can be slightly
extended.

Corollary V.1. GapMINKTPSPACE ∈ P if and only if
PSPACE = P.
Proof Sketch: If GapMINKTPSPACE ∈ P, [33] implies
PSPACE = ZPP. By Theorem IV.4, we also have ZPP ⊆
BPP = P.
Impagliazzo, Kabanets, and Volkovich [43] generalized
C
the result of [33] to C ⊆ BPPGapMINKT for any C ∈
{⊕P, P#P , PP}. As in Corollary V.1, Theorem IV.4 enables
improving their hardness results under randomized reductions to “deterministic reductions.”
Corollary V.2. Let C
∈
GapMINKTC ∈ P, then C = P.

{BPP⊕P , P#P , PP}.

D. Hardness Ampliﬁcation
We mention some previous works on hardness ampliﬁcation. Impagliazzo, Jaiswal, Kabanets, and Wigderson [15, 16] showed a uniform version of Yao’s XOR
×
lemma; in particular, it was shown that, if PNP

{U } ⊆ Heur1/2+1/poly(n) BPP, then PNP
×
{U
}
⊆

Heur1/poly(n) BPP. Bogdanov and Safra [6] proved a nonuniform and errorless version of Yao’s XOR lemma, and
showed that if C × {U} ⊆ Avg1−1/poly(n) P/poly then
C × {U} ⊆ AvgP/poly for any class C closed under taking
XORs.
Note that, if there were a uniform and errorless version
of Yao’s XOR lemma, it would have provided an alternative
proof of the PH analogue of Open Question II.2 (i.e.,
the hardness ampliﬁcation theorem for PH against uniform
algorithms). However, as noted in [49], the proof techniques
of [15, 16] “do not seem to apply to the errorless setting.”

If

Proof Sketch: Since C includes NP (where NP ⊆
BPP⊕P is due to [44]),14 we can apply Theorem IV.4 and
obtain P = BPP; thus, [43] implies C ⊆ BPP = P.
B. From Kolmogorov Complexity to Average-Case Complexity
Previously, Kolmogorov complexity (instead of its metacomplexity) was considered as a fundamental tool for
analyzing average-case complexity. For example, Li and
Vitányi [45] used Kolmogorov complexity to deﬁne a (not
computable) distribution under which the average-case and
worst-case complexity are equivalent.
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