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Abstract—We present the ﬁrst protocol allowing a classical
computer to interactively verify the result of an efﬁcient quantum
computation. We achieve this by constructing a measurement
protocol, which enables a classical veriﬁer to use a quantum
prover as a trusted measurement device. The protocol forces the
prover to behave as follows: the prover must construct an n
qubit state of his choice, measure each qubit in the Hadamard
or standard basis as directed by the veriﬁer, and report the
measurement results to the veriﬁer. The soundness of this protocol
is enforced based on the assumption that the learning with errors
problem is computationally intractable for efﬁcient quantum
machines.

a small amount of necessary notation. In our measurement
protocol, an honest prover constructs an n qubit quantum state
ρ of his choice, and the veriﬁer would like each qubit to
be measured in either the standard basis or the Hadamard
basis. Denote the choice of measurement basis by an n bit
string h = (h1 , . . . , hn ). For a prover P and a measurement
basis choice h = (h1 , . . . , hn ), we deﬁne DP,h to be the
resulting distribution over the measurement result m ∈ {0, 1}n
obtained by the veriﬁer. For an n qubit state ρ, we deﬁne Dρ,h
to be the distribution obtained by measuring ρ in the basis
corresponding to h.
Our measurement protocol is complete, in the following
sense: for all efﬁciently computable n qubit states ρ, there
exists a prover P such that DP,h is approximately equal to
Dρ,h for all h. Moreover, P is accepted by the veriﬁer with all
but negligible probability. Our soundness notion for the measurement protocol is slightly more complex, but a simpliﬁed
form is as follows: if the prover P is accepted by the veriﬁer
with perfect probability, there exists an efﬁciently computable
n qubit quantum state ρ underlying the distribution over m.
More precisely, for all h ∈ {0, 1}n , Dρ,h is computationally
indistinguishable from DP,h . The full soundness guarantee is
achieved by making this statement robust: we will show that if
a prover P is accepted by the veriﬁer on basis choice h with
probability 1 − ph , there exists a prover P who is always
accepted by the veriﬁer and the statistical distance between
√
DP,h and DP ,h is approximately ph for all h.
So far, we have described the goal of our measurement
protocol, which is to force the prover to behave as the veriﬁer’s
trusted standard/Hadamard basis measurement device. To link
our measurement protocol to veriﬁcation, we simply need to
show that a classical veriﬁer who also has access to such
a trusted measurement device can verify the result of BQP
computations.
To describe how such veriﬁcation can be done, we brieﬂy
recall a method of verifying classical computations. Assume
that, for a language L ∈ BPP and an instance x, the veriﬁer
wishes to check whether x ∈ L. To do so, the veriﬁer can
reduce x to a 3-SAT instance, ask the prover for a satisfying
variable assignment, and verify that the assignment satisﬁes
the instance. There is an analogous setting for quantum
computations, in which the language L ∈ BQP, the instance
x can be reduced to a local Hamiltonian instance Hx , an n bit
variable assignment corresponds to an n qubit quantum state
|ψ, and the fraction of unsatisﬁed clauses corresponds to the
energy of the Hamiltonian Hx with respect to the state |ψ
([8]). If x ∈ L, there exists a state with low energy with respect

I. I NTRODUCTION
We propose a solution to the open question of verifying
quantum computations through purely classical means. The
question is as follows: is it possible for an efﬁcient classical
veriﬁer (a BPP machine) to verify the output of an efﬁcient
quantum prover (a BQP machine)? This question was ﬁrst
raised by Daniel Gottesman in 2004 ([1]). In the absence of
any techniques for tackling this question, two weaker formulations were considered. In the ﬁrst, it was shown that if the
veriﬁer had access to a small quantum computer, veriﬁcation of
all efﬁcient quantum computations was possible ([2], [3], [4],
[5]). The second formulation considered a classical polynomial
time veriﬁer interacting with two entangled, non communicating quantum provers (rather than just one machine), and
showed that in this setting it was possible to verify the result
of an arbitrary quantum computation ([6]). Although both
lines of work initiated extensive research efforts, the question
of classical veriﬁcation by interaction with a single quantum
computer has remained elusive.
In this paper, we answer this question afﬁrmatively: we
show that a classical polynomial time veriﬁer (a BPP machine)
can interact with an efﬁcient quantum prover (a BQP machine)
in order to verify BQP computations. We rely on the additional
assumption that the veriﬁer may use post-quantum cryptography that the BQP prover cannot break. More speciﬁcally, we
rely on quantum secure classical encryption schemes, such as
those based on the learning with errors problem ([7]). These
schemes can be used to encrypt classical bits (or quantum
states) in a way in which an efﬁcient quantum machine cannot
extract any information.
The core of our construction is a measurement protocol,
an interactive protocol between an efﬁcient quantum prover
and a classical veriﬁer which is used to force the prover
to behave as the veriﬁer’s trusted measurement device. To
formalize the idea of a measurement protocol, we now describe
its completeness and soundness conditions, beginning with
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uniform superposition over a random claw (x0 , x1 ): √12 (|x0 +
|x1 ). This superposition can be used to obtain information
which is hard to obtain classically: the quantum machine can
obtain either a string d = 0 such that d · (x0 ⊕ x1 ) = 0
or one of the two preimages x0 , x1 . In [11], this advantage
was introduced and used to show how to generate information
theoretic randomness from a single quantum device.
Trapdoor claw-free function are used in our measurement
protocol as follows. The prover is ﬁrst asked to commit to
a state of his choice (assume the state is α0 |0 + α1 |1) by
entangling it with a random claw (x0 , x1 ), creating the state:

to Hx ; if not, all states will have sufﬁciently high energy. We
will rely on the fact that the energy of |ψ with respect to Hx
can be estimated by performing only standard/Hadamard basis
measurements ([9]).
With this analogy, veriﬁcation of a quantum computation
can be performed by a classical veriﬁer with access to a
trusted standard/Hadamard basis measurement device as follows ([10]): the veriﬁer ﬁrst reduces the instance x to be
veriﬁed to a local Hamiltonian instance Hx , then requests
an n qubit state from the prover, and ﬁnally checks (via
standard/Hadamard basis measurements) if the received state
has low energy with respect to Hx . If so, the veriﬁer is assured
that x ∈ L.
Now that we have seen how to link our measurement
protocol to veriﬁcation, we proceed to describing how our
measurement protocol works; essentially, it is a weak quantum
state commitment procedure. Ideally, this commitment would
operate as follows: at the start of the protocol, the veriﬁer
asks the prover for a classical commitment to a quantum state.
This commitment should guarantee that the prover is forced
to perform either a Hadamard or standard basis measurement
as directed by the veriﬁer on the committed state. Such
a commitment scheme is enough to satisfy the soundness
condition of the measurement protocol described above. Note
the difference between this notion of commitment and the
standard cryptographic notion: our commitment differs in that
it does not need to hide the quantum state, but is similar since
it is binding the prover to measuring the state he has committed
to.
The actual commitment performed in our measurement protocol has a weaker guarantee than the ideal scheme described
above: the prover is asked to commit to a state ρ, but his hands
are not entirely tied when it comes to the measurement of the
state. The prover must perform the standard basis measurement
on the committed state ρ, but he can perform a speciﬁc type
of deviation operator prior to Hadamard measurement: this
operator must commute with standard basis measurement (for
example, it could be a Pauli Z operator). The key point here
is that this weaker commitment protocol is still strong enough
to guarantee the soundness of the measurement protocol.
To see why, observe that the deviation operator could have
been applied prior to the commitment, creating a different
committed state ρ . Due to the fact that the deviation operator
commutes with standard basis measurement, the measurement
distribution obtained by the veriﬁer (for both the Hadamard
and standard bases) would have been equivalent had the prover
instead committed to the state ρ , and honestly performed the
measurement requested by the veriﬁer on ρ .
The commitment structure described above is obtained from
a classical cryptographic primitive called a trapdoor claw-free
function, a function f which is two to one, easy to invert
with access to a trapdoor, and for which it is computationally
difﬁcult to ﬁnd any pair of preimages with the same image.
Such a pair of preimages is called a claw, hence the name clawfree. These functions are particularly useful in the quantum
setting, due to the fact that a quantum machine can create a

α0 |0 |x0  + α1 |1 |x1 
The corresponding classical commitment, which is sent to the
veriﬁer, is the image y = f (x0 ) = f (x1 ). In order to force the
prover to perform the desired measurement on the committed
state, the claw-free property is strengthened in two different
ways and is then used to randomize any operator applied by the
prover which is a deviation from the requested measurement,
rendering the deviation of the prover essentially useless. We
provide the deﬁnition and construction of an extended trapdoor
claw-free family which satisﬁes the strengthened claw-free
properties. This family is an extension of the family given
in [11]. Like the construction in [11], our construction relies
on the computational assumption that a BQP machine cannot
solve the learning with errors problem with superpolynomial
noise ratio ([7]).
The main result of our paper is stated informally as follows:
Theorem I.1. (Informal) Assuming the existence of an extended trapdoor claw-free family, all decision problems which
can be efﬁciently computed in quantum polynomial time (the
class BQP) can be veriﬁed by an efﬁcient classical machine
through interaction (formally, BQP = QPIP0 ).
In the full version of this paper ([12]), we also provide
a learning with errors based construction of an extended
trapdoor family, giving a proof of the following theorem:
Theorem I.2. (Informal) Under the assumption that the
learning with errors problem with superpolynomial noise
ratio is computationally intractable for an efﬁcient quantum
machine, there exists an extended trapdoor claw-free family.
A. Related Work
The basic idea of using trapdoor claw-free functions to
constrain the power of the prover in the context of randomness
generation was introduced in [11]. This idea was further used
in a computational setting to hide information from the prover
(but not constrain the prover) in [13]. What is new to our paper
is that it constrains the prover in the context of carrying out
a particular computation. This requires the veriﬁer to exert
a much greater degree of control over the prover than in
randomness generation. To accomplish this goal, we develop a
new protocol and proof techniques for strongly characterizing
the state of an untrusted prover.
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B. Outline

Second, the ﬁnal register of the resulting state is measured,
obtaining y ∈ Y. At this point, the state is:

αb |b |xb,y 
(3)

Our measurement protocol relies on two cryptographic
primitives which give a BPP veriﬁer some leverage over
a BQP prover. We begin by describing these primitives in
Section II. Using these primitives, we can describe our measurement protocol in Section III. In Sections IV - V, we show
how the two cryptographic primitives can be used to guarantee
soundness of the measurement protocol, in the sense that all
provers must essentially be creating a state and measuring it in
the basis chosen by the veriﬁer. In Section VI, we show how
to extend our measurement protocol to a veriﬁcation protocol
for all of BQP. This paper is an overview of our result; formal
statements and complete proofs are deferred to the full version
([12]).

b∈{0,1}

where x0,y and x1,y are the two preimages of y. We will
call the qubit containing b the committed qubit, the register
containing xb,y the preimage register and the string y the commitment string. The crucial point here is that, due to the clawfree nature of the functions fk,0 , fk,1 , it is computationally
difﬁcult for a BQP machine to compute both inverses x0,y
and x1,y given only y. However, with access to the trapdoor
tk , both inverses can be computed from y. If we think of the
state commitment process in an interactive setting, in which
the veriﬁer selects the function key and the trapdoor and the
BQP prover performs the commitment process (sending the
commitment y to the veriﬁer), the BQP prover cannot compute
both inverses, but the veriﬁer can. This gives the veriﬁer some
leverage over the prover’s state.
A key property of the committed state in (3) is that it allows
a logical Hadamard measurement up to an X Pauli operator,
which is performed as follows. First, a Hadamard transform
is applied to both the committed qubit and preimage register
of the state in (3):
1  d·(x0,y ⊕x1,y )

X
H |ψ ⊗ Z x0,y |d
(4)
|X | d∈X

II. C RYPTOGRAPHIC P RIMITIVES
A. Trapdoor Claw-Free Families
The ﬁrst cryptographic primitive we will use is a function
family F = {fk,b : X → Y} (for b ∈ {0, 1}) called a
trapdoor claw-free function family. For convenience, we will
assume in this overview that X = {0, 1}w . A trapdoor clawfree function family is a family of functions which are two to
one (both fk,0 (·) and fk,1 (·) are injective and their images
are equal) and for which it is computationally difﬁcult to
ﬁnd a claw, i.e. a pair of points x0 and x1 which have the
same image (fk,0 (x0 ) = fk,1 (x1 )). Given y in the image of
fk,0 or fk,1 , the trapdoor tk of the functions fk,0 , fk,1 allows
recovery of both preimages of y. The trapdoor claw-free family
also satisﬁes two hardcore bit properties, which are stronger
versions of the claw-free property: roughly, they state that
it is computationally difﬁcult to ﬁnd a string d and the bit
d·(x0 ⊕x1 ), where (x0 , x1 ) form a claw. These two properties
are speciﬁed as needed (in Claim V.1 and Claim V.2).
In this version of the paper, we will assume the existence of
the function family described above for simplicity. However,
since we do not know how to construct such a family, the full
version of the paper ([12]) instead relies on an approximate
version of this family, called an extended trapdoor claw-free
family. Both the deﬁnition and construction (from learning
with errors) are extensions of those given in [11].
We now describe a BQP process we call state commitment,
which requires a function key k corresponding to functions
fk,0 , fk,1 ∈ F (we assume that computing the functions
fk,0 , fk,1 only requires access to the function key k). The state
commitment process is performed with respect to an arbitrary
single qubit state |ψ:

αb |b
(1)
|ψ =

The next step in applying the logical Hadamard measurement
is to measure the second (preimage) register, obtaining d ∈ X .
The state at this point is:
X d·(x0,y ⊕x1,y ) H |ψ

(5)

To obtain the Hadamard measurement of |ψ, the operator
X d·(x0,y ⊕x1,y ) (which we call the decoding operator and
requires the trapdoor) is ﬁrst applied, followed by a standard
basis measurement of H |ψ. Note that these two operations
commute: it is equivalent to ﬁrst perform a standard basis
measurement of the state in (5) followed by applying the
X decoding operator. The X decoding operator applied after
measurement is simply the classical XOR operation.
We can again think of this logical Hadamard transform
in the interactive setting, in which the BQP prover applies
the Hadamard transform to obtain the state in (4) and then
measures the committed qubit and preimage register, sending
the measurement results b ∈ {0, 1} and d ∈ {0, 1}w to the
veriﬁer. The veriﬁer decodes the measurement b by XORing
it with d · (x0,y ⊕ x1,y ) (which can be computed using the
trapdoor) to obtain the bit m, which the veriﬁer stores as the
result of the Hadamard basis measurement.

b∈{0,1}

The commitment process consists of two steps. First, the
functions fk,0 , fk,1 are applied in superposition, using |ψ
to determine whether to apply fk,0 or fk,1 and a uniform
superposition over x ∈ X as the input to fk,0 or fk,1 :
 
1

αb |b |x |fk,b (x)
(2)
|X | b∈{0,1} x∈X

B. Trapdoor Injective Function Families
The second primitive is a function family G = {gk,b :
X → Y} (for b ∈ {0, 1}) called a trapdoor injective function
family. A trapdoor injective function family is a family of
injective functions such that the images of gk,0 (·) and gk,1 (·)
are disjoint. Given y = gk,b (xb,y ), the trapdoor tk of the
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functions gk,0 , gk,1 allows recovery of b, xb,y . We will also
require that the trapdoor injective family is computationally
indistinguishable from the trapdoor claw-free family: given
a function key k, it must be computationally difﬁcult to
determine whether k belongs to an injective or claw-free
family. As in the case of trapdoor claw-free families, we will
assume the existence of the function family described above
for this version of the paper, but in the full version ([12]) we
will rely on an approximate version of this function family.
The state commitment process described in Section II-A
can also be performed with a function key k corresponding
to functions gk,0 , gk,1 ∈ G. At the stage of (2), the following
state has been created:
 
1

αb |b |x |gk,b (x)
(6)
|X | b∈{0,1} x∈X

In the case of a Hadamard round, the veriﬁer requests
a Hadamard basis measurement of the committed qubit
and preimage register for all i. The veriﬁer receives bi ∈
{0, 1}, di ∈ X for all i. For all i for which hi = 0, the
veriﬁer ignores the measurement results bi and di and uses
the trapdoor of gki to invert yi . The veriﬁer stores the ﬁrst
bit of the inverted value as the standard basis measurement
result mi . For all i for which hi = 1, the veriﬁer ﬁrst
decodes bi by XORing it with di · (x0,yi ⊕ x1,yi ) (this can
equivalently be thought of as applying the decoding operator
X d·(x0,yi ⊕x1,yi ) - see the end of Section II-A). The veriﬁer
stores the result mi = bi ⊕ di · (x0,yi ⊕ x1,yi ) as the Hadamard
basis measurement result.
Completeness of our measurement protocol (as deﬁned in
the introduction) follows immediately from the description of
the state commitment process given in Sections II-A and II-B.

However, in this case when the last register is measured to
obtain y ∈ Y, the superposition over b collapses. This is
because the images of gk,0 (·) and gk,1 (·) are disjoint. It follows
that with probability |αb |2 , y ∈ gk,b (·). In this case, the state
after measurement of y is:
|b |xb,y 

IV. M EASUREMENT P ROTOCOL S OUNDNESS
We now give an overview of our soundness guarantee: we
describe how to show that for n = 1 and a prover P who
passes the test round perfectly, there exists a quantum state
underlying the distribution over measurement results obtained
by the veriﬁer. The generalization to arbitrary n (given in the
full version) follows easily due to the fact that all n function
keys are drawn independently. The generalization to provers
P who do not pass perfectly (also given in the full version)
is straightforward as well; it is done by conditioning P on
acceptance in a test round, thereby creating an efﬁcient prover
who passes the test round perfectly as long as P is accepted
with non negligible probability. In this section, we begin by
characterizing the behavior of a general prover. We then show
that if this characterization satisﬁes a certain requirement, we
can prove the existence of an underlying quantum state. In
Section V (which is the crux of this paper), we show how to
enforce this requirement on general provers.

(7)

where xb,y is the unique preimage of y.
If we think of this process in the interactive setting (in
which the BQP prover performs the commitment and sends
the veriﬁer y), the veriﬁer can use the trapdoor tk to extract
(b, xb,y ) from y. Therefore, the veriﬁer can obtain b, which is
the result of standard basis measurement of the prover’s state,
simply by asking for the commitment y.
III. M EASUREMENT P ROTOCOL
Given the two primitives described in Section II, we can
now describe our measurement protocol. Before the protocol
begins, the veriﬁer will select the basis for which he would
like a measurement result (either Hadamard or standard) for
each of n qubits. We will represent this basis choice by a
string h ∈ {0, 1}n . If hi = 0, it indicates that the standard
basis was chosen for qubit i.
The protocol begins with the commitment round. For all i
for which hi = 1, the veriﬁer samples a key ki and a trapdoor
tki corresponding to a pair of trapdoor claw-free functions
fki ,0 , fki ,1 ∈ F. For all i for which hi = 0, the veriﬁer
samples a key ki and a trapdoor tki corresponding to a pair of
trapdoor injective functions gki ,0 , gki ,1 ∈ G. The veriﬁer sends
the prover the function keys k1 , . . . , kn . The honest prover ﬁrst
constructs an n qubit state of his choice and then commits to
each qubit of the state using the corresponding function key, as
described in Section II. The veriﬁer receives the measurement
results y1 , . . . , yn ∈ Y from the prover.
Once the veriﬁer receives y1 , . . . , yn , he chooses at random
either to run a test round or a Hadamard round. In the case of
a test round, the veriﬁer requests standard basis measurements
of the committed qubit and preimage register for all n qubits.
He receives bi ∈ {0, 1} and xi ∈ X from the prover and
checks if the measurement is a preimage of yi .

A. Prover Behavior
The analysis of the measurement protocol is based on
understanding and characterizing the prover’s Hilbert space
and operations. We will rely on the following principle behind
interactive proofs between a BQP prover and a BPP veriﬁer.
A round of the protocol begins with the veriﬁer’s message
and ends with the prover’s message. A general prover is
equivalent, from the veriﬁer’s perspective, to a prover who
begins each round by applying an arbitrary unitary operator
to his space and then behaves exactly the same as an honest
prover, culminating in a measurement (the result of which is
sent to the veriﬁer). This principle implies that an arbitrary
prover measures the same registers that an honest prover does
in each round, which will be particularly useful in our protocol.
Let P0 be an honest prover in our measurement protocol
and assume the unitary operator he applies in the commitment
round is UC,0 , after which he measures the commitment string
register in the standard basis. As described in Section II,
P0 has three designated registers: the register containing the
committed qubit, the preimage register, and the commitment
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string register. Each message of P0 to the veriﬁer is the result
of the measurement of one of these registers.
It follows from the principle above that a general prover P
has the same designated registers as P0 and is characterized by
3 unitary operators: the unitary UC applied in the commitment
round, the unitary UT applied in the test round, and the unitary
UH applied in the Hadamard round. We assume that both UT
and UH do not act on the commitment string register, since
it has already been measured; the measurement result could
have been copied into the auxiliary space, on which UT and
UH can act.
We now use the structure of our protocol to simplify the
general prover one step further. There are only two possible
messages of the veriﬁer for the second round of our protocol:
the message indicates either a test or Hadamard round. Due
to this property, we can assume that the test round attack UT
is equal to the identity operator. To see this, we only need to
make one observation: the attack UT applied in the test round
commutes with the measurement of the commitment string.
Therefore, it could have been applied prior to reporting the
commitment string y.
It follows that the general prover P described above is
identical, from the perspective of the veriﬁer, to a prover who
applies the unitary U0 = UT UC,0 UC immediately prior to
measuring the commitment string register and applies U =
UH UT† prior to performing Hadamard basis measurements of
the committed qubit and preimage register in the Hadamard
round. We will say that such a prover is characterized by
(U0 , U ). For a formal statement and proof of the above
argument, see the full version ([12]).
The characterization of all provers by two unitary attacks
allows us to use the test round of the measurement protocol to
enforce that the prover’s state has a speciﬁc structure, which
is derived from the cryptographic primitives in Section II. Let
P be a prover who passes the test round perfectly. If h = 1,
the state of P at the start of either the test or the Hadamard
round (i.e. immediately after reporting y) can be written as
follows (the two preimages of y are x0,y , x1,y ):




|b |xb,y  ψb,xb,y

This structure enforced by the test run is the key to proving
the existence of an underlying quantum state, as we will see
shortly.
B. Construction of Underlying Quantum State
We begin by using the characterization of general provers
in Section IV-A to deﬁne a single qubit state ρ corresponding
a prover P who is characterized by (U0 , U ). Recall that P has
a well deﬁned committed qubit, which he measures when the
veriﬁer asks for the measurement of a committed qubit. Let
ρ be the state of the committed qubit prior to the prover’s
measurement in the Hadamard round in the case that h = 1.
We can think of ρ as encoded by the operator Z d·(x0,y ⊕x1,y ) ,
which is determined by the prover’s measurements d and y.
This Z operator is derived from the veriﬁer’s X decoding
operator applied in the measurement protocol; we have used a
Z operator here since the Hadamard measurement has not yet
been performed. The single qubit state ρ will be the result of
applying the Z decoding operator to the committed qubit ρ .
Deﬁne X-trivial operators to be those which commute
with standard basis measurement of the committed qubit. We
now show that if the prover’s Hadamard round attack U
is an X-trivial operator, the distribution DP,h obtained by
the veriﬁer in the measurement protocol is computationally
indistinguishable from the distribution which is obtained by
measuring ρ in basis speciﬁed by h.
Recall that Dρ,h is the distribution obtained by measuring ρ
in the basis corresponding to h. By construction, Dρ,1 = DP,1 .
If h = 0, there are two differences between the distribution
Dρ,h and the distribution DP,h . The ﬁrst differences lies in the
function sampling: in our measurement protocol, an injective
function is sampled if h = 0, but in the state ρ, a clawfree function is sampled. The second difference comes from
how the standard basis measurement is obtained: in DP,h the
standard basis measurement is obtained from the commitment
string y, but in Dρ,h the standard basis measurement is
obtained by measuring ρ (the committed qubit) in the standard
basis.
We can handle the ﬁrst difference by making two key observations. First, the Z decoding operator has no effect if h = 0;
in this case, the committed qubit will be measured in the
standard basis immediately after application of Z in order to
obtain Dρ,h . Second, if the Z decoding operator is not applied,
the trapdoor tk is no longer needed to construct the distribution
Dρ,h . If Dρ,h is only dependent on the function key k (and
not the trapdoor tk ), the function key k can be replaced with a
function key which corresponds to a pair of trapdoor injective
functions, rather than a pair of trapdoor claw-free functions,
to obtain a computationally indistinguishable distribution. This
is due to the computational indistinguishability between keys
drawn from the trapdoor claw-free family F and the trapdoor
claw-free family G.
Let ρ0 be the committed qubit of the prover prior to
measurement in the Hadamard round in the case that h = 0.
Due to the argument above, the distribution Dρ,0 is computationally indistinguishable from Dρ0 ,0 . To address the second

(8)

b∈{0,1}



where ψb,xb,y contains all additional qubits held by the
prover. This is because the veriﬁer checks, in a test round,
if he receives a valid pre-image from the prover. Since the
prover simply measures the requested registers when asked
by the veriﬁer in a test round (i.e. he does not apply an attack
in the test round), these registers must be in a superposition
over the two preimages of the reported measurement result y.
If h = 0 and P reports y, there is only one inverse of y. If
we assume this inverse is xb,y (i.e. gk,b (xb,y ) = y), the state
of P at the start of the test or Hadamard round can be written
as follows, due to the same reasoning used in (8):


|b |xb,y  ψb,xb,y

(9)
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{Ux }x∈{0,1}

difference, we now show that measuring ρ0 in the standard
basis produces the same distribution obtained from extracting
the standard basis measurement from the commitment string
y. First, note that measuring the committed qubit prior to
application of U (i.e. at the start of the Hadamard round)
results in the same measurement obtained from y; as seen
in (9), the value of the committed qubit is equal to the value
m extracted from y, since the prover passes the test round
perfectly. To complete our proof, recall that U is X-trivial
with respect to the committed qubit, and therefore commutes
with standard basis measurement of the committed qubit.
To recap, the argument above shows that there exists a
quantum state underlying the distribution DP,h as long as the
prover’s attack operator in the Hadamard round is an X-trivial
operator. For a formal statement and complete proof of this
argument, see the full version of this paper ([12]).

To apply the Z Pauli twirl in this setting, it sufﬁces to show
that replacing the prover’s attack U with the unitary attack
(Z ⊗I)U (Z ⊗I) results in a computationally indistinguishable
distribution.
To prove this statement, we will rely on the fact that there is
already computational randomness, due to the trapdoor clawfree function, which is hiding both the Z operator applied
prior to U and the Z operator applied after. The computational
randomness hiding the posterior Z operator comes from the
veriﬁer’s decoding operator X d·(x0,y ⊕x1,y ) applied at the end
of the measurement protocol (see Section III); if this decoding
operator is shifted prior to the Hadamard transform on the
committed qubit, it acts as a Z operator immediately after the
attack U . The computational randomness hiding the anterior Z
operator results from the format of the prover’s state. Recall
that, since the prover is perfect, we can assume the prover
begins the Hadamard round with a state of the form in (8):



|φy  =
|b |xb,y  ψb,xb,y
(14)

V. R EPLACEMENT OF A G ENERAL ATTACK WITH AN
X-T RIVIAL ATTACK
We can now proceed to the crux of this paper: assuming
that n = 1 and P passes the test round perfectly, we show
that there exists a prover P such that DP,h is computationally
indistinguishable from DP ,h for both h and P attacks with an
X-trivial operator in the Hadamard round. By the argument in
Section IV-B and the triangle inequality, this implies that there
exists a state ρ for which DP,h and Dρ,h are computationally
indistinguishable, thereby proving our soundness guarantee.
Assume P is characterized by (U0 , U ). Then P is characterized by (U0 , {Ux }x∈{0,1} ), where {Ux }x∈{0,1} is an X-trivial
CPTP map1 :

U =
X x Z z ⊗ Uxz
(10)

b∈{0,1}

Intuitively, the prover’s inability to determine the claw
(x0,y , x1,y ) prevents him from being able to distinguish
whether or not a Z operator is applied to |φy . More formally,
we show in Section V-A2 that distinguishing between the
states |φy  and (Z ⊗ I) |φy  boils down to the ability to
determine the bit d · (x0,y ⊕ x1,y ) for an arbitrary string d.
In order to use these two sources of computational randomness to hide the difference between U and (Z ⊗I)U (Z ⊗I), it
must be the case that the bit d·(x0,y ⊕x1,y ) is computationally
indistinguishable from a uniformly random bit. Formalizing
this requirement is a bit tricky, since d is sampled from the
state created by the prover. In the next section, we show
how to prove computational indistinguishability between the
distributions resulting from U and (Z ⊗ I)U (Z ⊗ I). As part
of this process, we formalize the computational randomness
requirement regarding d·(x0,y ⊕x1,y ) as two different hardcore
bit conditions for the function pair fk,0 , fk,1 .

x,z∈{0,1}

Ux

=



Z z ⊗ Uxz

(13)

(11)

z∈{0,1}

Observe that if h = 0, DP,h = DP ,h ; this is simply
because the standard basis measurement is obtained from the
commitment y, which is measured prior to the Hadamard
round attack U . This argument requires a bit more detail for
n > 1 and is given in the full version ([12]). We proceed
to describing how to replace the attack U in (10) with the
CPTP map {Ux }x∈{0,1} in (11) in the case that the veriﬁer
chooses the Hadamard basis (h = 1). We will rely heavily on
the structure of the prover’s state, as written in (8).
The replacement of U with {Ux }x∈{0,1} will be done by
using the Z Pauli twirl. The Z Pauli twirl is a technique
which allows the replacement of U with the CPTP map
{Ux }x∈{0,1} by conjugating U by a random Z Pauli operator.
More formally, the Z Pauli twirl amounts to proving that the
following two CPTP maps are equivalent when followed by
Hadamard basis measurement:
1
(12)
{ √ (Z r ⊗ I)U (Z r ⊗ I)}r∈{0,1}
2

A. Computational Indistinguishability of Phase Flip
Let P be the prover characterized by (U0 , U ) and let P̂
be the prover characterized by (U0 , (Z ⊗ I)U (Z ⊗ I)). In
this section, we will show that the distributions resulting
from the two provers (DP,h and DP̂,h ) are computationally
indistinguishable for all h. For convenience, we will instead
refer to these two distributions as mixed states; let σ0 be the
mixed state corresponding to DP,h and let σ1 be the mixed
state corresponding to DP̂,h , i.e.
σ0 =



DP,h (m) |m m|

(15)

DP̂,h (m) |m m|

(16)

m∈{0,1}

σ1 =

1U

can be written in the form in (10) by decomposing its action on the
ﬁrst qubit in the Pauli basis; the matrix Uxz is not necessarily unitary.


m∈{0,1}
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U is replaced with the attack (Z ⊗ I)U (Z ⊗ I). Note that the
initial phase operator has no effect, since it acts on the diagonal
state in (19). The ﬁnal phase ﬂip, once it is shifted past the
Hadamard transform, is equivalent to ﬂipping the decoding bit
of the veriﬁer; it follows that σ1D = Xσ0D X.
We now construct the BQP attacker A who will use A
to violate Claim V.1. Let σD be the state σ0D except for
the veriﬁer’s decoding. Observe from the description in the
previous paragraph that this state can be efﬁciently created,
and as part of creating the state, the measurements b, xb,y and
d are obtained. The attacker A creates the state σD . For the
string d obtained by A, the decoding bit d · (x0,y ⊕ x1,y )
determines which of the two states σ0D and σ1D A has created;
if d · (x0,y ⊕ x1,y ) = r, A has created σrD . Now A can run A
on the resulting mixed state in order to learn d · (x0,y ⊕ x1,y ).
As a result, A holds the following information: b, xb,y , d, and
d · (x0 ⊕ x1 ), therefore violating Claim V.1.
2) Cross Terms: In this section, we will show that the cross
terms σ0C and σ1C are computationally indistinguishable. Since
the cross terms are not quantum states, we ﬁrst show below
that if there exists a CPTP map S which distinguishes between
σ0C and σ1C , i.e. if the following expression is non negligible:

To prove the computational indistinguishability of σ0 and σ1 ,
each state is split into two terms (for r ∈ {0, 1}):
σr = σrD + σrC

(17)

By a straightforward application of the triangle inequality, we
obtain that if σ0 is computationally distinguishable from σ1 ,
either σ0D and σ1D are computationally distinguishable or σ0C
and σ1C are. Note that even if the terms are not quantum
states, the notion of computational indistinguishability is still
well deﬁned: to show that two terms, for example σ0C and
σ1C , are computationally indistinguishable, we need to show
(informally) that there does not exist an efﬁciently computable
CPTP map S such that the following expression is non
negligible
(18)
|Tr((|0 0| ⊗ I)S(σ0C − σ1C )|
In more detail, the density matrices σ0 and σ1 are created
by beginning with the state |φy  in (14) and applying the
operations of both the prover and veriﬁer in the Hadamard
round, followed by tracing out all but the ﬁrst qubit. Therefore,
to split σ0 and σ1 into two parts, we can equivalently split
the density matrix of |φy  into the following two parts,
corresponding to the diagonal and cross terms:




|b b| ⊗ |xb,y  xb,y | ⊗ ψb,xb,y ψb,xb,y 
(19)

|Tr((|0 0| ⊗ I)S(σ0C − σ1C )|

then there exists an efﬁciently computable CPTP map S  such
that the CPTP map SS  distinguishes between the quantum
states σ̂0 and σ̂1 , deﬁned as follows. The density matrix σ̂r
corresponds to the following pure state (recall |φy  from (14)):



(Z r ⊗ I) |φy  = (Z r ⊗ I)(
|b |xb,y  ψb,xb,y ) (22)

b∈{0,1}



(21)




|b b ⊕ 1|⊗|xb,y  xb⊕1,y |⊗ψb,xb,y ψb,xb⊕1,y  (20)

b∈{0,1}

Let σ0D and σ1D be the result of applying the operations of
both the prover and the veriﬁer in the Hadamard round to
(19), followed by tracing out all but the ﬁrst qubit. Recall the
difference between σ0D and σ1D : in the latter, the prover’s attack
U is conjugated by (Z ⊗ I). Deﬁne σ0C and σ1C similarly, but
replace (19) with (20). In the following two sections, we show
that both pairs of terms are computationally indistinguishable.
1) Diagonal Terms: In this section, we will show that if
there exists a BQP attacker A who can distinguish between
the terms σ0D and σ1D , then there exists a BQP attacker A
who can violate the following informal hardcore bit property
of the function family F:

b∈{0,1}

To do this, it sufﬁces to show that σ0C −σ1C = S  (σ̂0 −σˆ1 ). This
equality is straightforward for two reasons. First, 12 (σ̂0 − σˆ1 )
is equal to the cross term in (20). Second, both σ0C and σ1C
also begin with (20), but followed by a CPTP map which
is inefﬁcient due to the veriﬁer’s decoding. To prove the
existence of S  , we show that taking the difference between σ0C
and σ1C effectively removes the veriﬁer’s decoding, creating an
efﬁcient CPTP map S  .
Finally, we will show that an attacker who can distinguish
between σ̂0 and σ̂1 can violate the following informal hardcore
bit property of the function family F:

Claim V.1. Assume fk,0 and fk,1 are sampled from a trapdoor claw-free family F. Then there does not exist a BQP
attacker who, on input k, can produce b ∈ {0, 1}, xb ∈ X ,
d ∈ {0, 1}w \ {0w } and c ∈ {0, 1} such that c = d · (x0 ⊕ x1 )
where fk,0 (x0 ) = fk,1 (x1 ).

Claim V.2. Assume fk,0 and fk,1 are sampled from a trapdoor
claw-free family F. Then there exists d ∈ {0, 1}w which
satisﬁes two conditions. First, there exists a bit ck such that
d·(x0 ⊕x1 ) = ck for all claws (x0 , x1 ) (fk,0 (x0 ) = fk,1 (x1 )).
Second, there does not exist a BQP attacker who, on input k,
can determine the bit ck .

We ﬁrst describe the state σ0D , which is created by beginning
with the state in (19), in more detail. Note that the state
in (19) can be efﬁciently created by following the prover’s
commitment process and then measuring the committed qubit
and preimage register. To create σ0D , the attack U is applied to
the state in (19), followed by Hadamard measurement of the
committed qubit and preimage register and application of the
veriﬁer’s X decoding operator. Finally, all qubits but the ﬁrst
are traced out. σ1D is almost the same as σ0D , except the attack

We begin by describing the cross term σ0C (which is not
a quantum state) in more detail. σ0C is created by beginning
with the expression in (20), copied here for reference:




|b b ⊕ 1|⊗|xb,y  xb⊕1,y |⊗ψb,xb,y ψb,xb⊕1,y  (23)
b∈{0,1}
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then applying the attack U , followed by Hadamard measurement of the committed qubit and preimage register and
application of the veriﬁer’s X decoding operator. Finally, all
qubits but the ﬁrst are traced out. σ1C is almost the same, except
the attack U is replaced with the attack (Z ⊗ I)U (Z ⊗ I). As
in Section V-A1, the phase ﬂip acting after U is equivalent to
ﬂipping the decoding operator of the veriﬁer (i.e. applying an
X operator to the matrix σ0C ). The initial phase ﬂip, which acts
on the ﬁrst qubit of (23), results in a phase of -1. Combining
these two observations yields the following equality:
σ1C = −Xσ0C X

veriﬁer with a quantum computer can simply ask the prover
for the ground state and estimate the energy of the received
state with respect to the Hamiltonian H. The soundness of
such a protocol rests on the fact that if an instance x ∈
/ L, all
possible states sent by the prover will have energy ≥ b.
To use such a veriﬁcation procedure in our setting, we need
to rely on one more fact: the Hamiltonian H can be written as a
sum over terms which are each a product of X and Z operators
[9]. Therefore, when the veriﬁer is estimating the energy of a
state sent by the prover, he only needs to perform Hadamard
or standard basis measurements on each individual qubit. In
[10], the authors formalize the resulting protocol and use it
to build a protocol in which a veriﬁer with access to a single
qubit register can verify the result of a BQP computation.
Their protocol achieves a completeness/ soundness gap which
is negligibly close to 1 by performing polynomially many
repetitions of the energy estimation process described above.
In [10], the prover sends single qubits to the veriﬁer, who
performs either Hadamard or standard basis measurements.
To obtain a veriﬁcation protocol for BQP, we simply replace
this step of their protocol with our measurement protocol.
Completeness and soundness follow, since our measurement
protocol allows the veriﬁer to collect standard and Hadamard
basis measurements of a given state, and our soundness
claim guarantees that the distribution over measurement results
obtained by the veriﬁer comes from the measurement of an
underlying quantum state.

(24)

Taking the difference between σ0C and σ1C results in a matrix
which has a uniform X operator applied:

σ0C − σ1C =
X r σ0C X r
(25)
r∈{0,1}

Observe that the CPTP map applied to (23) to create σ0C is
efﬁciently computable except for the veriﬁer’s X decoding
operator. In (25), there is a uniform X operator acting on σ0C ,
effectively replacing the veriﬁer’s decoding operator. Let S 
be the resulting efﬁciently computable CPTP map. It follows
immediately that σ0C − σ1C = S  (σ̂0 − σ̂1 ).
We now proceed to showing that an attacker A who can
distinguish between σ̂0 and σ̂1 can be used to violate Claim
V.2. Since the state σ̂r is the state |φy  from (14) with the
operator Z r applied to the committed qubit, an attacker who
can distinguish between σ̂0 and σ̂1 can distinguish whether or
not a Z operator is applied to the committed qubit of |φy . The
following equality (which holds up to a global phase) shows
that a Z operator on the preimage register is equivalent to a
Z operator on the committed qubit:



(I ⊗ Z d ⊗ I)(
|b |xb,y  ψb,xb,y )
b∈{0,1}

= (Z d·(x0,y ⊕x1,y ) ⊗ I)(





|b |xb,y  ψb,xb,y )
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